
A Maze of Twisty Passages all Alike:
A Bottom-Up Exploration of Open Source 

FuzzingTools and Frameworks

Matthew Franz
mdfranz@threatmind.net @frednecksec

CERT Vulnerability Discovery Workshop (Feb 2010)

mailto:mdfranz@threatmind.net


Agenda

ÅIntroduction

ÅBeyond smart & dumb 
fuzzers

ÅA Case Study in Fuzzer
Selection

ÅConclusions (and stuff I 
ran out of time on)

Source: http://www.colossalcave.com/cavetour.html

http://www.colossalcave.com/cavetour.html


²ƘŜǊŜ LΩƳ ŎƻƳƛƴƎ ŦǊƻƳΧ

Å[ƻǘǎ ƻŦ άōƛƎ ŎƻƳǇŀƴȅέ ǎŜŎǳǊƛǘȅ v!κwϧ5 ŘǳǊƛƴƎ ŜŀǊƭȅ-mid  2000s
ïPrimarily dealt with binary protocols on embedded devices
ïWrote a variety of protocol-specific fuzzers and two attempts at block-

based multi-protocol fuzzingframeworks (in Python/C#)
ïUsed some commercial tools near the end

Å Some on-the side (mostly unbillable) vulnresearch in a small SCADA 
security consulting firm
ï If Amapand Nessusfind bugs, your fuzzers can be pretty crude
ïStill somewhat traumatized by the SCADA disclosure debate

Å Enjoyed a sabbatical from vulnresearch & pen-testing from late 
2006 to mid-2009, but slowly getting back into it again 
ïSneak some robustness testing in compliance engagements
ïFocusing Smart Grid (AMI), SCADA redux, etc.
ïTrying  to resist the temptation of writing new tools from scratch  



Fuzzingin 2010

ÅNo longer exotic/boutique
ïResponsible for some non-

trivial % of vulns discovered
ïEven integrated into 

commercial singaturebased 
vulnscanners

ÅOver 100 fuzzers on Jeremy 
.ǊƻǿƴΩǎ ƭƛǎǘ
ïRange of capabilities and 

usability/usefulness
ïDormant to active 

development
ïCrude Perl hacks to well-

defined documented APIs

ÅCan there be too many 
choices?



Objectives & Non-Objectives of this Talk

Å¢Ǌȅ ǘƻ ǳƴǘŀƴƎƭŜ ǘƘŜ άƳŀȊŜέ ƻŦ Ch{{ ŦǳȊȊŜǊǎ ōȅΥ
ïIsolating the discrete feature-sets most useful for performing 

efficient software security testing
ïDeveloping a framework for evaluating and selecting tools for 

specific users & use cases
ïIdentifying common (and useful) design & implementation 

approaches and highlight some standouts and areas for 
development

ÅAvoiding some more interesting problems
ïCoverage metrics
ïEffectiveness and track record of tools
ïFuzzing bake-off vs. reference implementations
ïCommercial vs. Open Source capabilities



Who uses Fuzzers and why do we care?

ÅQA/test engineers 
ïά/ƭƛŎƪ ƻƴ ǎǘŀǊǘέ ŀƴŘ ƎƛǾŜ ƳŜ ŀ ǘǊŀŦŦƛŎ ƭƛƎƘǘ ǿƘŜƴ ŘƻƴŜ
ïCoverage, repeatability, test case reduction are a major concern 

ÅPen-testers of various shapes & sizes
ïThat probably know how to do a little scripting
ïThat should know how protocols work on the wire
ïA single bug might be good enough

ÅHard core bug hunters
ïThat could implement the protocols they are testing (in .asm)

This diversity of objectives, backgrounds, requirements, 
ǇǊƻƎǊŀƳƳƛƴƎκǎŎǊƛǇǘƛƴƎ ƭŀƴƎǳŀƎŜǎ Ƙŀǎ ƭŜŘ ǘƻ ǘƘŜ άǘƘŜ ƳŀȊŜέ



Exploration Approach

Å Biases
ï Religious conviction that C (and Perl) should be avoided at all costs and that 

simple small lightweight tools are always best
ï Selfish interest in binary & proprietary network protocols
ïWhich tools would be the most useful for some upcoming projects and that 

could be used by members of my team (who have less experience with 
robustness testing)

Å Evaluation criteria
ï Tools had to support multiple protocols /applications/file format
ï Compiled relatively easily on a recent version of Ubuntu
ïhǇŜƴ {ƻǳǊŎŜ ƻƴƭȅ όǿŀǎƴΩǘ ŀƴŀƭ ŀōƻǳǘ ƭƛŎŜƴǎŜ ǘŜǊƳǎύ
ïWeb client/server tools  were sufficiently different to exclude them

Å Analysis process
ï Too much time reading through source code and trying to get them to work
ï Not enough time fully testing all the features on real protocols
ï Focus was on a identifying discrete attributes (see the .xls for the raw data)
ï Validated scheme based on a larger number of tools and then narrowed down



BEYOND SMART & DUMB FUZZERS



Attributes of Fuzzers/Frameworks

ÅTarget ςexternal interface under test
ïClient, Server, Parser, Kernel, Protocol, etc.

ÅMode of Operation
ïAPI 
ïExecutable

ÅLanguage ςPython, C, Ruby, etc.
ÅTransport ςyou can inject test cases into the 

application/protocol (TCP, IP, UDP, SSL, IPv6)
ÅTemplate 
ïGeneration ςmanual automated, inline, from traces, file source
ïData Model ςrepresentation of messages and protocol state
ïBuilt-in Functions ςcrypto, checksum, hashes, encoding, etc.



Attributes of Fuzzers & Frameworks (cont.)

Å Fault Payloads 
ïάŎŀƴƴŜŘέ ǾǎΦ ǇǊƻƎǊŀƳƳŀǘƛŎ
ïbuffer overflow, format string, bit shifting, etc.

Å Debugging & Instrumentation 
ïFault detection
ïControl and monitoring of target (both internal

Å Session Handling
ïCapture, storage, replay 
ïLogging
ï Interactive vs. Unattended 
ïPause, stop restart, breakpoints

Å Documentation & Examples

{ŜŜ ǘƘŜ ǎǇǊŜŀŘǎƘŜŜǘ ŦƻǊ ǘƘŜ ŘŜǘŀƛƭǎΧ



Attributes & Workflow (all features)

Generation
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Session  Recording & Replay
Breakpoints

Logging

Debugging
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Mode of Operation



Operating Modes

Å Approaches
ïAPI-based

ÅWrite code in a scripting language
ÅExtend existing processers
ÅExamples: sulley, ruckus, peach, fuzzled

ïExecutable
ÅExecute fuzzing engine against a  more/less complex configuration file with 

more/less complex command-line options
ÅExamples:peach, GPF, autodafe

Å Primary consideration: time to test/develop
ïGo with executable if you have limited time
ï If you have to partially implement the protocol anyway you should 

probably go with API
ïSome configurations files (templates) are more convoluted that coding



More on Templates

ÅTemplate development is the most tedious 
(and sometimes difficult) process of modeling 
the valid/invalid data

Å!ǳǘƻ ƎŜƴŜǊŀǘƛƻƴ ƻŦ ŀƴ άǳƴƪƴƻǿƴέ ǇǊƻǘƻŎƻƭ 
ǊŜƳŀƛƴǎ ŀ άƘƻƭȅ ƎǊŀƛƭέ ǇǊƻōƭŜƳ

ïThis is was the point of the protocol informatics 
(PI) project



Example Template Files

Autodafe (Modbus/TCP) GPF (MongoDB)



A Peach Template

Single XML file contains message format, states, and injection commands



Auto Template Generation

Å Approaches
ïPDML*

ÅAutodafe  - pdml2ad generates block based description based on 
ÅPeach ςallows creation of Peach pit

ïPcap
ÅGPF ςcreates text file (.gpf) that is replayed (with multiple malformation 

options)

ï Inline
ÅTaof

Å Caveats
ïBest to just use a single stream
ïPDML requires a Wireshark dissector

* Not Open Source but pcapr.net does this and JSON file that you can run with mudos to inject 
the packets against a target



Payload Generation

ÅApproaches

ïPrimitive randomization

ÅTcpjunk, isic, GPF pure mode

ïά/DL-{ŎŀƴƴŜǊέ-style dictionary of known bad 
requests (format strings, strings and numeric 
input to test boundary conditions

Å4f,autodafe, SPIKE 

ïVarious mutation APIs

ÅPeaches, Ruckus, Antiparser



Tools by Development Status (Last Release)

Recent Development

ÅTcpjunk (1/2010)

ÅPeach (1/2010)

ÅSulley (2/2009)

ÅRuckus (4/2009)

Apparently Dormant

ÅFuzzled (10/2007)

ÅAutodafe (8/2006)

ÅScratch (9/2004)

ÅSPIKE (4/2004)

ÅSMUDGE (9/2004)

ÅGPF (Jared?)



Dealbreakers: Active Projects

Å Peach
ïRobust set of features but a huge 

learning  curve and insane 
dependencies (a 20MB installer?)

ïNot Linux/OSX friendly
ïPDML conversion disappeared/is 

hidden in 2.3.x
ïMaybe I can reuse some of the 

APIs

Å Tcpjunk
ïNo example templates
ïNo way to automatically create 

them 
ïASCII protocol bias



wŜŎƻƳƳŜƴŘŜŘ LƳǇǊƻǾŜƳŜƴǘǎ ŦƻǊ ǘƘŜ άYŜŜǇŜǊǎέ

ÅGPF

ïWrite some wrappers for command-line 
arguments

ÅTaof

ïBetter representation of binary protocols and 
ƳŀǊƪƛƴƎ  ƻŦ άŦǳȊȊ Ǉƻƛƴǘǎέ

ÅSulley

ïAutomatic generation block descriptions



A CASE STUDY IN TOOL SELECTION



Fuzzing MongoDB in 20 minutes (hypothetically)

ÅWhat is MongoDB?
ïDocument oriented #nosql database (in the same 

family as CouchDB)
ïWritten in C++ (with broad driver support in various 

scripting languages)
ïUses SpiderMonkey (or Google V8) for its .js engine ς

queries are in JavaScript (and JSON)
ïHas a proprietary JSON like serialization protocol 

called BSON

CAVEAT: http://github.com/mongodb/mongo-c-driver/ does show evidence of 
embedded fuzzing in bson.c

http://github.com/mongodb/mongo-c-driver/
http://github.com/mongodb/mongo-c-driver/
http://github.com/mongodb/mongo-c-driver/
http://github.com/mongodb/mongo-c-driver/
http://github.com/mongodb/mongo-c-driver/


Selecting your fuzzer: info gathering 

ÅDo you have a protocol specification?

ÅIs your protocol supported by Wireshark?

ÅWhat are the data types and representation 
format? Protocol states?

ÅIs authentication & encryption required?

ÅIf authentication is required, can you replay?



Info Gathering

ÅProtocol specification (partial)
ïhttp://www.mongodb.org/display/DOCS/Mongo+Wire+Protocol

ÅNot supported by Wireshark
ït5a[ ŘƻŜǎƴΩǘ ƘŜƭǇ ƳŜ ƘŜǊŜ

ïSo I need to use GPF or Taof

ÅNo authentication by default

ÅMixed Binary + ASCII protocol

ÅPasses lots of JavaScript/JSON
ïFusil might be a possibility here

ÅBuild on existing client implementations?

http://www.mongodb.org/display/DOCS/Mongo+Wire+Protocol


20 Minute Results

ÅTaof
ïUsed proxy mode to connect mongo client to server

ïLogged initial connection

ÅGPF
ï{ŜǊǾŜǊ ǊŜƧŜŎǘŜŘ ŀƭƭ ǇŀȅƭƻŀŘǎ ƎŜƴŜǊŀǘŜŘ ōȅ άǎƛƳǇƭŜ 
ŦǳȊȊƛƴƎέ - bad recv() mostly due to length

ïConverted login sequence and used replay mode
ÅMany caught assertions in BSON processing and assertion 

failures

Å/ǊŜŀǘŜŘ άƛƴǘŜǊŜǎǘƛƴƎέ ŘŀǘŀōŀǎŜǎ ŀƴŘ ŜǾŜƴǘǳŀƭƭȅ ŀ ƳŀƭƭƻŎ 
failure 



CONCLUSIONS



Non-Surprising  Conclusions

Å¢ƘŜǊŜ ƛǎ ƴƻ ǎƛƴƎƭŜ ŦǳȊȊŜǊ όƻǊ ŦǊŀƳŜǿƻǊƪύ ǘƻ άǊǳƭŜ ǘƘŜƳ 
ŀƭƭέ
ïAll of the tools have tradeoffs & feature/documentation 

gaps

ÅSeemingly dead projects (and even those written in C) 
can still be useful

ÅPay me now or may be later
ï¸ƻǳ ǿƛƭƭ ƘŀǾŜ ǘƻ ǿǊƛǘŜ άŎƻŘŜέ ƴƻ ƳŀǘǘŜǊ ǿƘŀǘ

ïAmbivalent about learning/using block-based  fuzzing DSLs

ïGeneration & mutation is not the only thing you do with 
the protocols



{ƻ ƎƻƛƴƎ ŦƻǊǿŀǊŘΧ

ÅFor quick best-effort fuzzing,  go with GPF 

ïor Taof for fuzzing newbies

ÅDevelop protocol specific fuzzers in Python 
but  re-use APIs where possible

ïSulley, Antiparser, and possibly even Peaches



! {ǳōƧŜŎǘƛǾŜ CǳȊȊŜǊ άaŀƎƛŎ vǳŀŘǊŀƴǘέ 
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Breadth of Features

Peach

GPF

ruckus

taof

tcpject

isic

fusil sulley

antiparser


