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Abstract. We estimate the number of active machines per hour infected
with the Conficker-C worm, using a probability model of Conficker-C’s
UDP P2P scanning behavior. For an observer with access to a propor-
tion § of monitored IPv4 space, we derive the distribution of the number
of times a single infected host is observed scanning the monitored space,
based on a study of the P2P protocol, and on network and behavioral
variability by relative hour of the day. We use these distributional re-
sults in conjunction with the Lévy form of the Central Limit Theorem
to estimate the total number of active hosts in a single hour. We apply
the model to observed data from Conficker-C scans sent over a 51-day
period (March 5th through April 24th, 2009) to a large private network.
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1 Introduction

When new botnets emerge, the classic question is, "How big is it?” In the sta-
tistical literature, population estimation is based on mark-recapture models and
their extensions to a wide class of generalized linear models [6]. In network anal-
ysis, simple mark-recapture techniques, which reduce to counting intersections
among overlapping sets, have been applied to study botnet populations [3,8,9],
as well as to other phenomena such as peer-to-peer file sharing networks [10,
16]. But the “overlapping sets” method is valid only for closed populations with
direct observation of individuals of interest, and equal probability of capture for
all individuals. Internet phenomena often violate these assumptions, resulting in
the need for more sophisticated modeling techniques.

Extending mark-recapture models to open populations is widely addressed in
the literature (eg. [17]), but network phenomena often admit a specific compli-
cation of direct observation: we would like to express population sizes in terms
of the number of infected machines, but we view botnets through a filter of IP
space. The existence of NAT, proxies and DHCP leases complicates the ”one IP
address, one host” model.

Applying mark-recapture models to machines, as opposed to IP addresses,
requires averaging aggregations and distributions of activity across possible con-
figurations of disambiguated hosts. On the other hand, applying mark-recapture
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models directly to IP addresses introduces heterogeneity among individuals; for
example, a NAT is observed if at least one of its underlying hosts is observed,
whereas a DHCP address is observed only if the single host to which it is allo-
cated is observed. [4] present a solution for the case when heterogeneity can be
modeled as a series of observable, nominal classes. But heterogeneity in botnet
behavior often arises from variations in underlying rates of observed counts.

This leads us to consider a method for measuring the active size of a botnet,
based on the observable behavior of a single infected host. Our dynamic mea-
surement of active machines per hour cannot be used to track a botnet’s overall
“footprint” size [1] across days or weeks. But it is simpler to implement than
a fully specified heterogeneous mark-recapture model. A single-host behavioral
model is also a necessary component of the generalized mark-recapture method-
ology, so this work provides a stepping stone toward applying more complicated
models.

As an example, the Conficker-C variant that emerged within the Conficker
botnet in March 2009 introduced a specific pattern of peer-to-peer (P2P) activ-
ity. When a host infected with Conficker-C comes online, it searches for peers
by randomly generating a set of destination IP addresses across most of IPv4
space, and attempting UDP connections to these hosts. Connection ports use an
algorithm based on the source IP address and date, which was cracked by sev-
eral independent researchers [5,13]. As a result, Conficker-C P2P traffic can be
observed with high reliability in the large-scale summary information contained
in network flow data, making it a good candidate for behavioral modeling.

We model the hourly number of UDP P2P connection attempts that an ob-
server monitoring a proportion ¢ of IP space would see from a single infected
host. Rather than inferring a time series of UDP scan activity for each machine,
disambiguated from NAT or DHCP addresses, our model represents the “typical
host” by averaging across reasonable probability distributions for many unob-
servable parameters. This marginal model is used in conjunction with the Central
Limit Theorem to estimate the total number of active hosts per hour, with con-
fidence intervals that account for measurement uncertainty, stochastic elements
in the Conficker-C protocol, and random variation across network activity.

Section 2 discusses the stochastic components of the Conficker-C P2P pro-
tocol and network behavior that inform the marginal model, and formalizes
this information into a probability model. Section 3 introduces a version of the
Central Limit Theorem that lets us describe the distribution of aggregate scan
attempts of all active hosts per hour. Section 4 presents results of applying the
method to data collected over a 51-day period from a large network. Section 5
summarizes.

2 Modeling Conficker-C

We develop our model in two steps. First, we use information from published
reports and studies of the Conficker-C P2P protocol to specify the distribution
of the number M}, of hourly UDP connection attempts made by an infected host.
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Next, we specify the conditional distribution of the number y, of observed hits
in the monitored space given M};,. We use 7(a) to denote the prior distribution
of quantity a, and 7(a | b) to denote the conditional distribution of a given b.
We use p, or E(a) to denote the mean of quantity a, and o2 or Var(a) to denote
the variance of a.

Protocol and Network Behavior. In September 2009, [15] provided a de-obfuscated
reverse engineering of the image of the Conficker-C P2P binary image as it ap-
peared on March 5, 2009. We use this information to determine the protocol-
specific variations in the distribution of UDP scan attempts per hour for an
active, infected host.

When initiated, the P2P module spawns a global UDP scanning thread for
each valid network connection discovered, in order to bootstrap a peer list of up
to 2048 peers. Up to 32 threads can run simultaneously. Each thread alternates
between a 5-second sleep cycle and a scan phase where it randomly generates a
list of up to 100 IP addresses to contact. At each selection, the host chooses an
IP address from its list of n peers with probability equal to

Yo = (1000 - BEZZJ)A' (1)

This expression is taken directly from the C code in Conficker-C’s P2P module.
If the choice is not to select a peer, the host pseudo-randomly generates an IP
address, which is added to the list only if it satisfies the following connection
criteria:

1. the IP address is not a DHCP or broadcast address;
2. the IP address is not a private (RFC1918) subnet address;
3. the IP address is not on a Conficker-C filtered address range.

When a generated IP address fails to meet these criteria, the value for the contact
list is not updated. The host will try to fill its list slots in order, using up to 100
attempts.

The speed at which UDP packets are sent out over the wire depends on the
hardware and network capabilities of the infected host, as well as the amount of
bandwidth, drop percentage, etc. of the network. The P2P protocol has a maxi-
mum of 1200 scanning connection attempts per minute, but observed accounts of
Conficker-C P2P scan activity cite lower numbers. McAfee [11] reported seeing
“roughly 2-3 UDP queries per second” (= 130 per minute) during the 24 hours
leading up to April 1, 2009. A Sophos technical report [7] notes that batches of
100 probes are generated on the wire, and that “probes in each batch are sep-
arated by small fixed intervals (2-5 seconds)”. [14] performed a sandbox test of
an infected Conficker-C host with a single network interface and observed scan-
ning rates that start at approximately 1000 to 2000 IP addresses per 5 minute
interval, and decrease over the first two hours of activity to a steady rate of ap-
proximately 200 IP addresses per 5 minutes. We base our model roughly on the
SRI results, as they most thoroughly explain the time-dependence in scanning
rate.
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UDP connections. We model M}, as a Poisson process, which is a reasonable
model for small-packet scanning activity programmed at regular intervals. [12]
note that self-similarity is more common in packet inter-arrival times once con-
nections have been established. Also, in their sandbox experiment, [14] show
relatively smooth scanning rates, within both 30-minute and 6-hour time frames.

The marginal model is constructed to minimize dependencies between pa-
rameters from hour to hour, so that each population estimate can be calculated
using an aggregated count from that hour alone. The goal for this model is not
to track individual hosts, but to average over a wide range of possible behaviors
in each hour. To that end, we take a simplified approach to the time-dependency
of the UDP scanning rate, by defining a latent class 7, as one of three states
that an active, infected host can be in for a particular hour h:

1. np =“Start-up” (5): The host comes online and initiates P2P scanning in
this hour. This state is characterized by a high scan rate per minute and a
small peer list, with activity commencing at some point ¢ within the hour.

2. np, =“Running” (R): The host has initiated start-up and is actively scanning
for the entire hour. This state is characterized by a low scan rate per minute,
a middle-sized to large peer list, and scans occurring throughout the hour.

3. np =“Shut-down” (D): The host has been actively scanning and goes offline
during this hour. This state is characterized by a low scan rate per minute,
a large peer list, and scans terminating at some point ¢ within the hour.

Each of these states depends on three quantities: scan rate (¢), active minutes
(t), and number of peers (n), that vary from hour to hour. We describe this
variability mathematically using the prior distributions in Table 1. We suppress
the index h for ease of notation.

Table 1. Prior distributions by active state

s () 7(t) m(n)
Start-Up I'(pes = 130,045 = 20) Unif(1, 60) TrGeo(2048, as = 0.950)
Running I'(pgr =40,04r =15) ¢t =060 w.p. 1 TrGeo(2048, ar = 0.999)
Shut-Down  I'(ugp = 40,04p = 10) Unif(1,60) TrGeo* (2048, ap = 0.999)

(*) this prior is defined as w(2048 — n)

Figure 2 shows the Gamma prior w(¢) for each state. Gamma distributions
are often used to model the mean of a Poisson process, as they have strictly
positive ranges. The mean rates p45 decrease from Start-Up through Shut-Down,
and the standard deviations o4s decrease to account for less stable behavior in
Start-Up that gradually settles down to the more stable Running and Shut-
Down states. Discrete Uniform priors on ¢ represent the total number of active
minutes in the Start-Up or Shut-Down states. Truncated Geometric distributions
(geometric distribution restricted to a minimum and maximum value) are used
for peer list counts. For the shut-down state, the () indicates that the truncated
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Fig.1. Prior distributions for UDP Fig. 2. Prior probabilities 75 by rela-
scan rates by active state. tive hour of the day.

geometric distribution is defined on the range 2048 — n. The hyperparameters
m(n) correspond to mean peer list sizes of approximately 20, 700, and 1350 for
Start-Up, Running, and Shut-Down states.

We assume that the number of network connections (w) for an infected host
does not change between states; based on elicitation from experts we choose a
truncated geometric distribution between 1 and 32 connections, with a mean
value p,, = 1.67 network connections per active host. When these quantities are
fixed or known, it follows that M has a Poisson distribution with conditional
mean fy; equal to ¢tw.

Again to minimize dependencies between hours, temporal trends in the scan
rates are not instituted by a time series component in the single-host model, but
by the prior probability of the active state, mrs = w(np = s),s € {S,R, D}, k €
[0,1,---,23], which varies with the time-zone corrected hour of the day. Intu-
itively, s is an estimate of the proportion of active hosts in the population that
are in each state at each time-zone corrected hour. There are 48 free parame-
ters in this distribution, arising from two free parameters per relative hour to
estimate the probability of {S, R, D} under its sum-to-one constraint. Figure 2
summarizes the values used for ms. We describe the empirical method used to
set these values in Section 4.

Observed Connections. Each of the M connection attempts either hits the mon-
itored proportion § of IP space, or it does not. Since scan connections are inde-
pendent, identical events, the distribution 7(y | M) is Binomial with parameters
Mand p, where p is the probability a connection attempt falls within the moni-
tored space.

To determine p, we assume that the monitored space resides completely
within the connection criteria from Section 2, and that it does not contain any
infected peers listening on Conficker-C’s designated ports. The monitored space
must be free of infected machines to ensure that the only way of reaching the
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monitored space is through a completely random selection of an IP from all of
IPv4 space; infected hosts may also reside on peer lists, which we do not choose
to model.

With a set of n existing peers, the probability that each connection attempt is
generated randomly is 1 — ~,,. If the connection attempt is generated randomly,
the probability that it falls in the monitored region is equal to §/C, where
C = 0.995 is the approximate proportion of IP space covered by Conficker-
C’s connection criteria, under the assumption of 1 broadcast address per 256
addresses in the space outside of Conficker-C’s internal blacklist and ignored
space. From these calculations p is equal to:

Pns = %a (2)

where § is the proportion of monitored IP space.

From a well-known distributional result (see e.g. [18], ch 5, thm 1.2), the
marginal distribution of y over all values of M, holding other unknown quantities
fixed, is Poisson:

—ptwpns (¢twpn5)y (3)
yro
Though we have described the model in hierarchical stages, in practice we
are interested only in the unconditional distribution of y, which is difficult to
express analytically. But, the hierarchical structure of the model makes it easy
to obtain a large sample (y)1,---(y)p from this distribution, using simulation.
For b =1 to B, we do the following:

ﬂ-(y | t7¢7w7pn5) =e€

1. Draw a state n, from {5, R, D} using the prior probabilities ms, and draw
a network connection wy, from 7(w).

2. Draw ¢y, ny, and t, using the prior distributions for 7.

3. Draw y; from the Poisson distribution with rate equal to ¢ptpnpwy.

We then use the observed proportions in y1,...,yp as Monte Carlo estimates of
the marginal probability of y, accounting for prior uncertainty in the underlying
parameters. This simulation can be performed easily using statistical packages
for languages such as R, C, or Python.

3 Lévy’s Central Limit Estimator H

Suppose y1, ..., yu are independent with distribution m(y | Txs, Lbes, Tps, Quw, O, 0, k)
as defined in Section 2. We will suppress the dependence on hyperparame-
ters in notation for this section. The population size H is unknown, and only
Y = Zfil y; is observed. We define the population estimator:

- Y

H=—. (4)

Hy

We call H the Central Limit Estimator of H. This estimator has the following
properties:
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; H
1. BE(H) = lleE(Zi:1 Yi) = ,%yH:“y = I?
2 H oy .
2. Var(H) = #%Var(zi:l yi)=H (;T,) ;
3. (Lévy result): The distribution of H is approximately Normal when H is
sufficiently large.

The Lévy form of the Central Limit Theorem (see e.g. [2], Ch. 5, p 243) out-
lines conditions under which the sum of independent and identically distributed
variables converges to a Normal distribution. Using this result, an approximate
95% confidence interval for H is:

H+1.96VHZY (5)
Hy

When yg1, ..., yrr, are identically distributed when grouped within relative hour
of the day, k € [0, ..., 23], then an approximate 95% confidence interval of H =

Zigzo Hk is:

H +1.96 in(%k)Q (6)

k=0 Fryk

We estimate p,, and o, from simulations y;,---yp for B = 1,000,000, with
the formulas:

B
1 B
R op N gy il — ) (7)
b=1

In practice, B can be set large enough that the Monte Carlo sampling error in
these estimates has little effect on the variance of H. Alternatively, an approxi-
mation method such as the Delta method ([2], ch 7) can be used to account for
this variability.

4 Analysis and Results

Data Collection. The monitored space in our experiment consists of a large
private network comprising approximately 21000 /24 net blocks. To account for
uncertainty in this size estimate as well as network availability, we also set an
additional prior for ¢, w(d) = Beta(15,13000), and add an extra simulation step
in the calculation of T(y | Tks, s, s, Qw, On, 0, k). This corresponds to a mean
s of 0.0012.

Using the SiLK Conficker.C Plug-In [5], we obtained historical records of
UDP connection requests with the Conficker-C signature sent into the monitored
network space from external hosts over the period from March 5th through April
24th, 2009. We recorded the total number of incoming UDP connection attempts
for each external IP address per hour, and aggregated these counts to the /24
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level to attempt to account for ephemeral DHCP leases within subnets. A total
of 1091013 external /24 net blocks were observed performing Conficker-C UDP
scans.. Each net block was assigned roughly to a time zone based on the country
code associated with that block, with 1% of blocks remaining unassigned due to
satellite locations or unavailable country codes.

Population Estimates. Figure 4 shows the estimates of Hj, for the two-month
span starting on March 5th, and ending April 2 4th. 95% confidence bands for the
hourly counts, calculated using equation 6, are on the order of under 10000
and are too tight to be seen on the figure. The large jump occurs on March
17th and corresponds to a binary update released into the Conficker-C botnet.
The largest host count associated with the botnet is 1.06 million active hosts.
Numbers decline steadily through the month of April, but appear to stabilize
toward the end of the month. The overall decline occurs because Conficker-C
infections spread only among previously infected machines, with had no means
of infecting new hosts.

The heavy lines correspond to a smoothed plot of both host count estimates
(solid line), and observed unique IP address counts (dotted line). These lines
show a trend that as the botnet ages, it “spreads out” among IP space. The
ratio of hosts per IP—observable as the space between the two lines— is large
prior to the update in mid-March, but declines steadily afterward. This decline
makes sense; large infected networks (often behind proxies) would propagate
local infections quickly, while isolated hosts would take longer to reach with P2P
bootstrapping. The effect would also appear as larger corporate networks work
to clean up enclaves of local infections, suggesting that the persistent infections
of Conficker-C are among more isolated machines in IPv4 space.

Hyperparameters and Prior Sensitivity. The prior values 74, can be estimated
empirically using a random sample of infected hosts from the Conficker-C pop-
ulation. To approximate such a sample, we sampled a set of 1000 /24 blocks
from the observed set of 1.09 million, each with probability proportional to the
observed average scan rate. In 71% of the sample, the activity behind the sam-
pled net block was sparse enough to roughly equate one block with one active
host, and to estimate active from non-active hours. An active hour following
two inactive hours, or an active hour preceded and followed by two inactive
hours, was classified as “Start-Up”. An active hour preceded by at least one
active hour in the past two, and followed by two inactive hours was classified as
“Shut-Down”. All other active hours were classified as “Running”. The counts
of observed blocks in each state, normalized over hour by time zone, were used
as the values for 7. This method used simple heuristics as opposed to formal
models for estimating an active state, but the resulting prior probabilities display
a reasonable and intuitive pattern in Figure 2.

The scaling factor Z—z was close to 1 for all hours, with the highest value

of 1.08 occurring at 8am, relative time. This result indicates that the v H term
dominates the confidence interval for H. The value 1.96v/ H is a very tight bound
relative to the size of the population estimate, but its precision is predicated on
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an unbiased model for m(y | Tks, s, Tpss Cws An, 0, k). Small shifts in the hyper-
parameters may have a large influence on H. This suggests that measurement of
the uncertainties and behavioral quantities making up a single-host model should
be well-informed and precise to take advantage of this simple estimator. We used
a reasonable and informed set of 67 hyperparameters (s, fhos; Tpss Qs O, 0, k)
in this model, and we opted not to model any further levels of uncertainty with
probability distributions. In the future, the model can be easily adapted to in-
clude another hierarchical level of priors for these hyperparameters, allowing us
examine the sensitivity of population estimates to the choice of hyperparameters.

5 Summary and Discussion

A marginal probability model of single-host behavior provides a way of measur-
ing populations based on the number of active infected machines, as opposed
to counting net blocks or IP addresses. The model is based on a set of hyper-
parameters that can be independently measured or assessed based on protocol
and network activity profiles. By characterizing this distribution precisely, and
applying the Central Limit Theorem, we obtain both a point estimate of the
population, and a confidence interval that accounts for variability arising from
both the stochastic elements of the protocol and from uncertainty across multi-
ple measurements. In the future we hope to expand the estimation methodology
to a fully Bayesian scheme that incorporates priors for the chosen hyperparam-
eters and that allows for the calculation of posterior distributions of the current
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model hyperparameters given observed data y, making the model more robust
to parameter misspecification. We also hope to develop a full mark-recapture
model for comparison with the expanded marginal model.
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