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Visualizations are Tools
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The Tried and True Hammer

CERT ‘ % Software Engineering Institute | Carnegie Mellon 6



Time Series
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Time Series

Total Activity For All 100 Hosts
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Existence Plots
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Existence Plots
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Plotting Relationships

US commercial paper and Treasury bills
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smtp.example.com - Bytes Against Packets
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gateway.example.com - Bytes Against Packets
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www.example.com - Bytes Against Packets
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How a variable relates to itself
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Box and Violin Plots

A boxplot (Credit: Wikipedia)
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A violin plot (Credit: NIST
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example.com Flow Volume, Binned by Bytes per Packet
2007/12/01
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The X axis is bytes per packet in 5-byte increments. The Y axis shows
the quantity of flows in each bin. Red indicates flow activity by known

scanners.
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smtp.example.com - Bytes Against Packets
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smtp.example.com - Bytes Against Packets
12/01/2007
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Broad Scale Visualization
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Hilbert Curve
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Hilbert Curve (The Movie)
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Additional Resources

The R Project. Introduction to R. Chapter 13: Graphics. http://cran.r-
project.org/doc/manuals/R-intro.html#Graphics

Tufte, E. R. The Visual Display of Quantitative Information. Cheshire, CT:
Graphics Press, 1983.

Tufte, E. R. Envisioning Information. Cheshire, CT: Graphics Press, 1990.

Tufte, E. R. Visual Explanations: Images and Quantities, Evidence and
Narrative. Cheshire, CT: Graphics Press, 1997.

Tufte, E. R. Beautiful Evidence. Cheshire, CT: Graphics Press, 2006.

Wilkinson, L., et al. The Grammar of Graphics. New York: Springer-Verlag,
1999.
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