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 GOALS
• Creating of a distributed early warning and „early

discovering” system
• Discovering the new threat which have not the

signatures yet
• A tool for supporting IR tasks
• Creating the unique picture of the „Polish Internet”
• Continuous research work in the area of network

monitoring
• Automatization of the defense techniques
• Usage an early warning system for the ptotecting of critical

infrastructure



Information about System

 What is the ARAKIS system?

• ARAKIS is a CERT Polska (NASK) project that aims to create

an early warning and information system concerning novel

network threats

• Currently the system detects threats that propagate actively

through scanning

 What sources  does ARAKIS use?

• honeypots, firewalls, antivirus systems and darknets





Information about System

 How does ARAKIS detect new threats?

• Every flow (its payload) observed to the honeypots

is subjected to a sliding window mechanism, over

which Rabin hashes  are computed

• All flows are then grouped based on their Rabin

similarity

• In this way, each honeypot  searches  for similar

flows that exceed a certain activity threshold .



Information about System

 How does ARAKIS detect new threats?

• Once a group of flows exceeds the threshold, the

flows are handed over to a process that computes

longest common substrings (LCS) across the flows.

• Each cluster then has a signature (based on the

LCS) computed over all the cluster members (the

"super signature") which identifies some

characteristic of a threat.



This method is based on the
assumption that a new attack will use

a payload that is different to that
which has been seen so far. Thus, a
new payload will be signaled by the
system as a new cluster of activity,

and potentially a new threat.

www.arakis.pl



 NCLUS
• signals new payload on a honeypot network. This new payload

may, or may not be linked to a new threat on the network
 NPORT

• alarm on the other hand signals ports on which payloads have
been detected for the first time.

 NSNORT
• alarm works in a similar manner, but for snort rules, not ports.

 SWEEP
• alarm registers portsweeps performed from a small number of

sources (ie. likely not worm or botnet traffic). These are
handled in a similar manner to NPORT and NSNORT alarms



 Future
• A lot of ideas and plans (ARAKIS as a central

system with the new features)
• Concrete: honeypot clients (GOVCERT.NL,

SurfNET)
 More about ARAKIS:

• Piotr Kijewski, Automated Extraction of Threat
Signatures from Network Flows, 18th Annual FIRST
Conference, Baltimore, Maryland, June 2006

• Piotr Kijewski, Metody automatycznego wytwarzania
sygnatur zagro! e"  sieciowych, CERT Polska
SECURE Conference, October 2005 [in Polish]

• Poster outlining the project concept [in Polish]




