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The research as wel as the
text predate the Septenber 11,
2001 terrori st attack.
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Introduction

Wiy nodel s?
describe world mathematically

abstract away detaills

all ows us to focus
Wiy do nodel s get out dated?
wor | d changes

details are no |longer details

may have focused on wong aspects
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Introduction

Wiy we nust update: ot herw se:

heuristics only may |l ead to I ncorrect
results, waste of resources, dangerous,
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Introduction

Sur vi vabl e conput er aspects:

1970-1980: secure conputers possi bl e.

Probl ens: e.g.: conmputer viruses, sloppy

desi gned software, inexpensive and | arge CS.
Solution: distributed conputers

Model : Byzanti ne: honbgeneous
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Introduction

Survi vabl e conput er aspects:

Critical Infrastructure: certain
conputers are nore critical a priori.

This 1s not the case i n Byzanti ne nodel.

| sol ated WAV server: distributed aspect
not expl ai ned by Byzanti ne nodel: our

nodel wl|.
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The economics of the enemy

| nt r oduct i on:

since different
opponents have different goals:

war : underm ne econony, military out put

terrorist: visible targets or targets wth

| ar ge 1 npact

hacker: e.g. show that a systemis iInsecure
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The economics of the enemy

| nt r oduct i on:

not

necessarily expressed in $.

Optim zation of the attack: may be, may

be not
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The economics of the enemy

What can the eneny attack?

Analysis of the Byzantine model

Breaking into:
any k machi nes: feasible

any k+1 machi nes: | nf easi bl e

uni form (sanme price to attack any
machine), inplies that the cost iIs
| | near .

i March 18, 2002 © Yvo Desmedt



The economics of the enemy

too |1 near:

cost to break into k conmputers is
not K * cost to break Into one, due
t O:

aut omat ed attacks
aval lability of attack on WW
same platform

not honobgeneous:

some conputers are better protected
t han ot hers
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The economics of the enemy

To each subset S of the nodes we assign

Cs e
as the cost of the eneny E to break into all
nodes in S.

Still Byzantine i1ff:
for each subset S of at nobst k nodes:
Cs e =< B
for each subset S of k+1 nodes or nore:
Cse> Be

call this the
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The economics of the enemy

A more realistic model:

Eneny can attack nodes and |1 nks
S: a subset of these

To each subset corresponds a cost:

Cs E
Eneny can attack 1ff cgg=< Bg

Thi s defi nes an access structure of

t he eneny: Gammma.
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The economics of the enemy

Difficulties:

Too nany subset s!
How to estinate the costs?

Possi bl e sol uti1 on:

cost of attacking mtl machi nes usi ng
t he sane operating system (platform

cost of attacking m machi nes using the
sane operating system (platform.

Stability?
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The economics of the enemy

| nt r oduct 1 on
What can the eneny attack?

Optimzing the attack

The eneny can attack any subset
of conputers/links In Ganma.

Good vi ewpol nt for hacker, not for
terrorists and 1 nfornmati on
war f ar e.
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The economics of the enemy

Qptimzing the attack
There are:

units of applications and several
conmputers are iInvolved. Natural to
tal k about a

attacking different flow units has
a different 1 npact. So we have
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The economics of the enemy

under :

Byzanti ne cost assunption

each unit of flow has the sanme i npact
when optim zed gives: eneny

shoul d attack k di sjoint paths.
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The economics of the enemy

total 1 npact of
the reduction in flow (fg >

critical val ue.

| npact: does not to be |inear.
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The economics of the enemy

| f given the
budget of the eneny the total
| npact of the reduction in flowis
for all possible strategies (for
al | possible subsets In Ganma) <
critical value, then the eneny
|l ost (w1l | oose).

So then the eneny can only
t he | npact.
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Communication versus computation

Problens wmth the conmuni cati on
nodel :

net wor kK nodel :

t oo honbgeneous: conputers do not

play simlar roles: good only for
theoretical results

certain distributed conputation (e.g.
transactions require that all sub-
transacti ons have taken place: well
known I n nechani cal worl d.
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Communication versus computation

| npact goes beyond conputers. So we
need to have a nodel that 1 ntegrates

mechani cal and conputer worl d.
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Communication versus computation

AND/ OR graphs as a nodel for

di stri buted conputation
ANDY OR graphs: acyclic directed
graph: vertices | abeled: AND or OR

AND:

PERT aspect, 1.e. nmultiple I nputs
OR:

net wor k aspect

redundancy

allow to I ntegrate conputer and
nmechani cal aspects
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Secure distributed computation needs a different model

The airplane’s next position s =s, + v X t + 1/2 a X £
«s0:  current position

*V: speed
a: acceleration, here a =0 with redundancy
Without redundancy

Vote

P The airplane’s position sensor; S The airplane’s speed sensor; T  The time interval
B (input);



Wang-Desmedt-Burmester use an Al concept :

I TRV

N
&

Q AND-vertex OR-vertex
a vertex is: a sensor, or a process, or a dedicated computer




The economics of the designer

G ven (at | east):
budget of desi gner

m ni nrum requi red t ot al
capacity (expressed as a total
| npact fact or)

maxi mum t ol erabl e 1 npact fl ow
reducti on

budget of the eneny

ot hers: nmal nt enance, user
friendlil ness, etc.
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The economics of the designer

Question: design a graph G of
conput ers:

t he eneny cannot wn: for all S
Cs g > Bgor
fe=< F;
| f possi bl e: designer won, else
the eneny will.
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The economics of the designer

Not e:

This is very general!

W need a relati on between the
cost of setting up conputer and
the cost to attack, etc.
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Conclusions

Byzantine nodel had its tine

Qur nodels can be I nproved by
| ncl udi ng:
control theory aspects, such as:

tinme paraneters, e.d.:

bet ween attack and det ecti on of
att ack

tine to recover froman attack

time of no return
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Conclusions

tinme survivability condition:

(time to repair the system +
(tinme to detect an attack)
<
(the tine of no return) +

(the tine the stock wll [|ast)
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Conclusions

| mpact
Byzanti n nodel 1 nplies expensive

redundant hardware. However, |f

the cost to attack a node I s
prohi bitive: no redundancy Is

needed.
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Conclusions

Call for i1nterdisciplinary
effort:

Byzanti ne nodel is too |iInear and
too unrealistic

heuristics to design systens do
not foll ow Byzanti ne nodel

I n physics billions of dollars
have been spent to nake good
nodel s

alternati ve nodels are worth
st udyli ng
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Conclusions

Call for iInterdisciplinary

effort:

econom sts, control engi neers,
| nfformati on security engi neers,
war strategists and ot her experts
should join in an effort to better
under st and how survi vabl e conmput er
net wor ks shoul d be desi gned.
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