Appiying Game Ineory to

the Domain of Information
Warrare

Samuel N. Hamilton, Wendy L. Miller, Allen Ott
ORINCON Information Assurance

O. Sami Saydjari

SRI International

om\l

INFORMATION ASSURANCE R




 Suggest and explore maltiple what if possbiliies, and

provide projection based explanations for suggested COAs

Potential Uses

Analysis Tool
Training Tool
Opponent Modeling
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4. Opponents may have different end goals from us.

5. The set of known legal moves may change during the
game.

6. Opponent resources and end goals may change during
the game.

7. Timing for move and state updates 1s not well defined.
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E!!ect: Limits automate! eva\uatlon !!nctlon tuning,

makes program validation and testing more difficult

Possible Approaches: deep fast searches reduce the
importance of tuned evaluation functions...online
learning 1s also possible but risks leadability
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Effect: Potentially explosive move set size

Possible Approaches: redesign null-move searches to
allow for opponent-forced null-moves
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Effect: reduces the effectiveness of broad searches,
invalidates depth based opponent modeling literature

Possible Approaches: more selective searches, utilize
time intensive hill climbing based opponent modeling
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Effect: many pruning techniques such as alpha-beta
cannot be used, opponent modeling techniques
assuming maximum variance invalid

Possible Approaches: prune using iterative, probability
based cut-off, use multiple opponent seeds
representing traditional adversaries
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Effect: analysis that relies on brute-force calculation
to solve troublesome situations 1s unreliable

Possible Approaches: expand the definition of
Quiescence to take into account the fact that opponents
are more likely to spring surprises in some situations
than others
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Effect: no opponent modeling techniques consider this
possibility

Possible Approaches: model opponent from multiple
starting points, and compare model prediction
effectiveness
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Effect: Reliance on a fixed time may lead to brittle,
dangerous move tree suggestions

Possible Approaches: allow moves multiple
probability weighted outcomes with a range of times
for completion
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representation at the proper granularity level

» There are numerous, segmentable research topics
providing a rich area for collaborative works
between Al research
communities and security
research communities
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