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1 Introduction

A significantimpedimentto thedevelopmentof large-scalesurvivablesystemsis theinability to accu-
rately monitor thesesystemsin real-time. Traditionalmethodsof monitoringrely on systemlogging
andtextualmessagingto relayinformationfrom thesystemto theadministrators.While thisworksfor
small systemsconsistingof at mostof a few dozennodes,its inherentlyserialhumaninterfacedoes
not andcannotscaleto nationalor globalproportions.To overcomethis impediment,we mustcreate
visualizationandsonificationtechniquesthatwill allow usto easilymonitorour survivablesystemsin
orderto quickly detectandrespondto malfunctionsor attacks.Herewemustrememberthatsurvivabil-
ity is not synonymouswith reliability or availability, andthatany stepswecantake to decreasesystem
degradationareimportant[4].

The primary steptowardsadequatesecurity, andthereforesurvivability, is preventionby properly
configuringall devicesandimplementinga robust network securityarchitecture.However, even the
best laid planscan be foiled, whetherby advancedor unseentechniques,a known buffer overflow
softwareflaw, or commonscript kiddie tools. In many systems,attackersareonly noticedafter they
have alreadybreacheddefensesandpossiblycausedsignificantdamage.If a systemis methodically
andconsistentlymonitored,an administratorcanrecognizeattacksas they occurand take action to
defendagainstthem.

Someof the problemswith preventionoutlined in Mukherjeeet al. include the impossibility of
building anabsolutelysecuresystemusingcurrentsoftwaredevelopmenttechniquesandtechnologies,
the impracticalityof of discardingcurrentopensystems(suchasthe Internet)in favor of new secure
systems,thehindranceof overly cautiouspreventionmechanismsto auser’sproductivity, thefallibility
of cryptographictechniquesandmethods,andthepossibilityof abuseby legitimateusers[8]. For these
andother reasons,we mustnot only fortify our defensesto prevent securitybreeches,but we must
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actively monitor hosts,network devices,andnetwork traffic to detect,visualize,analyze,anddefeat
maliciousactivity.

2 Intrusion Detection

Intrusiondetectionsystem(IDS) researchwasa hot researchtopic in the late1980sandearly1990s.
Most projectsfocusedon eitherbuilding rule-basedexpertsystemsto detectknown systemattacksor
onstatisticalanomalydetectionto detectdeviationsfrom normalsystemactivity. Mostof thesesystems
workedwell at detectingknown attacksin acleanroomenvironment.However, becauseattacksin the
wild areso sophisticatedandevolve very rapidly, little usefulprogressinto deployablesystemswas
made. Currentresearchis mainly focusedon the applicationof datamining techniquesandmobile
agenttechnologiesto theproblem.

The challengeof intrusiondetectionis not increasingsensitivity to intrusions,but decreasingthe
numberof falsepositives. Accordingto Axelsson,“the falsealarmrateis the limiting factorfor the
performanceof an intrusiondetectionsystem”[1]. Axelssonarguesthat effectivenessof an IDS is
constrainedby thebase-ratefallacy. Thebasicpremisebehindthis is thatfor largedatasets,evenvery
low falsealarmratescreatea largenumberof falsepositives.This indicatesthat theprimaryproblem
weshouldbeaddressedin intrusiondetectionis notsimplydiscoveringany possibleintrusion,but only
discovering intrusions.A possiblesolutionto theproblemlies in theapplicationof visualizationand
sonificationtechniquesto the aggregationof distributedintrusiondetectiondata. Many IDSs rely on
oneor two network sensorsto determineif an attackis occurring. Insteadof this, we combinedata
from many sensorsanddisplaythisdatasuchthatahumanviewercanderiverealmeaningfrom it and
quickly comprehendany intrusionactivity in thenetwork.

3 Visualization

Humansareinherentlyvisualbeings,with overhalf thebrainbeingdedicatedto visualinformationpro-
cessing[2]. Visualizationcanbedefinedas“a wayof makingpicturesfrom datathatengageprocesses
effectively” [2]. To createavisualizationis notmerelyto form prettypictures,but to “maptheinforma-
tion into a physicalspacethatwill representrelationshipscontainedin the informationfaithfully and
efficiently” [3]. Thebandwidthof thehumanvisual systemis greaterthanany othersense,allowing
humansto seeandunderstandhugeamountsof complex dataquickly andaccurately. A demonstration
of this is theability of a personto glanceinto a crowd of peopleandrecognizea friendly face. With
visualinformationprocessing,datais notonly processedby thebrainfaster, but fundamentallychanges
our processingstrategy. Insteadof usingconsciousmechanisms(i.e. I readsomething,I translateit
into amentalmodel,I understandthementalmodel),visualprocessingusespreconsciousmechanisms.
Thesemechanismsare“hardwired,highly parallelprocessesthathandlethe initial stagesof analysis
of the retinal patterns”[2]. Visualizationmoveshumandatainput from an inherentlyserialprocess,
suchas readingtext, to the fundamentallyparallel processof visual perception,therebyincreasing
informationuptakeandunderstanding.
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Computergraphicsbeganin thelate1960sandwasprimarily concernedwith scientificvisualization.
Theuseof computersto seeexistingrealityandcreatenew realitieswasafundamentalshift in informa-
tion processing.Previously, computerswereusedsimplyasaconvenientmechanismto store,process,
andtextually displaydata,but theadventof computergraphicsallowedoneto transformthis datainto
a moreunderstandableandintrinsically communicative form of information.Theold adage“a picture
is worth a thousandwords” is quite true,sincemassive volumesof raw datacanbe transformedinto
imagesthatrevealmeaningfulaspectsof theinformation.

While many peopleassociatevisualizationonly with opticaltransmission,theprimaryobjectiveis to
transferdatainto a mentalvisualization.So,we includesonificationasa possibleaid to visualization.
Lodha,Joseph,andRenteriafind that “bi-modal visual andsounddatamappingstogetherprovided
more accurateunderstandingof datadisplays” [6]. Sonification,or mappingof datato non-speech
sound,canuseparametersof pitch,volume,timbre,duration,frequency, amplitude,andrhythm[5, 7]
in a soundclip.

4 Prototype System

To explore the possibilitiesof suchsystems,we are developinga prototypethat incorporatesnovel
visualizationandsonificationtechniquesfor IDS data.Thegeneralrequirementsfor this systemare:

� Flexible - caneasilyandquickly be adaptedto new attacksandnew monitoringmethodsand
software. Existing monitoring programsshouldnot requiremodificationto be usedwith the
system.

� Scalable- canbe usedon an arbitrarily large or small numberof hosts.For practicalpurposes
(mainly dueto limitationsin displaytechnology),wesetanarbitrarytargetat 10,000hosts.

� Useful - thesystemwill analyzeandfilter informationsuchthata personor personslooking at
thedisplaycaneasilyview it in nearreal-timeandunderstandeventsoccurringin thenetwork.

Themostpracticalwayto fulfill theserequirementsis to designthesystemin amodularfashionsuch
thatit canbeeasilyextendedandconfigured.Thus,thevisualizationmoduleis independentof thedata
sourceandthereis awell definedcommunicationmechanism.Thisallowsusto gatherdatafrom many
differenttypesof monitorsandaddnew monitorswhenthey arecreated.In the long run, thesystem
will work generallyin thefollowing way:

� Variousmonitoring programssuchas portsentry, snort, Tripwire, EMERALD, scanlogd,and
NFR monitor the ports, web server logs, systemlogs, and network traffic to provide system
activity.

� An Agent takesdatafrom thesetoolsandsearchesfor informationcorrespondingto a broadly-
definedrule set. The datais securelysentto subscribedentities,known as Aggregatorsand
Watchers.
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� An AggregatorreceivestheAgent’s dataandinsertsit into a database.Watchersmaythensub-
scribeto receivedatafrom Aggregators.

� A Watchercansubscribeto multipleAggregatorsor Collectors.It takesreceiveddataandcreates
a visualization/sonificationof this data. If the amountof datais too greatfor a singlemachine
to process,a distributedsystemcanbeused.Novel displaymechanismsmayalsobeemployed,
includingmulti-monitordisplays,touch-basedinteraction,displaywalls, andpolyphonicsound
arenas.

5 Summary

By combiningvisualization,sonification,and intrusion detection,we can createlarge-scalesystem
interfacesthatwill allow usto moreeasilymonitorthesesystemsin real-timefor maliciousor dysfunc-
tionalbehavior. Throughusefulgraphicalmonitoring,wecanmorequickly reactto undesirableevents
andthereforeincreasethesurvivability of thesesystems.
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