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Abstract

The goal of this research is to identify and develop new key building blocks for reliable
distributed systems built with inexpensive o�-the shelf components. The platform consists
of computing nodes connected via multiple interfaces to networks con�gured in fault-tolerant
topologies. The software components of the distributed systems run in conjunction with op-
erating systems services and standard network protocols, such as OS NT 4.0/2000, OS Linux,
TCP/IP, Software Drivers for ServerNet1/2 and Myrinet, Message-Passing Interface (MPI1/2)
and Virtual-Interface Architecture (VIA). Features of the distributed system based on this com-
ponents include high availability, dynamic recon�guration and scalability. It can be used for
improving availability, scalability and the performance of Internet data centers, distributed ap-
plications running concurrently across wide-area networks.

The distributed network simulation testbed (Distant), will be developed and used to validate
the eÆciency of SIFT approach and di�erent routing and recon�guration algorithms in arbi-
trary network topologies . Basis for Distant is a cluster of Windows NT workstations connected
through gigabit Compaq ServerNet routers. All processes are organized in a MPI virtual topol-
ogy, which corresponds to the physical topology of the simulated network. Distant can operate
in the following modes: all processes are running on one node, partitioning the processes among
the nodes and communicating via ServerNet or Ethernet (using TCP/IP). The proposed SIFT
techniques will enable applications to be executed eÆciently in distributed systems and net-
work environments, and reliability and robustness proportional to the redundancy and spatial
diversity available.

1 Distributed Reliable Computing Systems based on COTS

The popularity of the Internet is now making in possible to deliver computing services to millions,
if the networks and software can meet the chalange. One of the major chalange in the area
of Network Computing is creating reliable distributed systems that are based on commercial
computing and communication technologies. The architecture in Fig. 1 represents a reliable
heterogeneous distributed computing system based on inexpensive Components o�-the-Shelf
(COTS). Each of the nodes is a standard personal computer or workstation, using a standard
operating system, such as Windows NT/2000 and Linux.

The nodes can be connected by commercial switches and adaptor cards to build di�erent
point-to-point networks. Specially SeverNet1/2 and Myrinet o�er a simple, comprehensive so-
lution to building such System Area Networks (SAN) that meet the demanding requirements of
high availability and scalability. As well, the nodes can be connected by a high-speed Ethernet
using the standard protocol TCP/IP.
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Figure 1: Distributed Reliable Computing System based on COTS

The main purpose of such distributed reliable computing system is to provide high avail-
ability and data integrity of distributed applications. Usually, the distributed application is
represented as a set of user processes that communicate between themselves using a standard
Application Programming Interface (API), like MPI, or by using directly the low level primitives
provided by the reliable computation software. By using MPI and its functionality to create
virtual topologies, any user application can be mapped on the distributed reliable computa-
tion system. Each application could be executed in several di�erent modes, depending on the
available resources and execution time requirements :

� single node - in this mode, all the processes are running on one node;

� Ethernet with TCP/IP - the application could be distributed over several nodes connected
through standard Ethernet network using TCP/IP protocol;

� SAN (ServerNet1/2 and Myrinet) - SANs are high-speed low latency gigabit networks
which can provide a platform for high-performance distributed computing.

The process of switching between these modes is transparent for the user and is controlled
by simple con�guration �les.

The Virtual Interface Architecture (VIA), developed by Compaq for ServerNet will be used
to improve the performance of distributed applications by reducing the latency associated with
critical message-passing operations. The applications access hardware VIA mechanisms directly
from user mode thus avoiding the costly kernel mode transitions that can reduce the eÆciency
of the program.

The execution time as a function of the compression ratio for a quad-tree data compression
program executed in the topology shown in Fig. 2 is presented in Fig. 3 for the following
operational modes : single node, Ethernet using TCP/IP and ServeNet1. As expected, execution
times over ServerNet1 are the smallest based on the advanced features of the ServerNet.

A major component of the distributed reliable computing system is NetRec, as shown in
Fig. 1. It implements all steps of the algorithm for a dynamic recon�guration described in
previous sections. It will be further developed during the research project for investigating
problems related to the date integrity and high availability of the distributed application. We
will study how theNetRec algorithmwill recon�gure the network frommultiple faults. Specially,
when there is a node which has more then one restoration leader, i.e., several faulty stars have
a common node.

We will analyze and develop di�erent approaches in order to maximize the network's resis-
tance to partitioning. There are several methods proposed in the literature [6, 16, 15] for solving
this problem. For many distributed algorithms a large set of nodes have become partitioned
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Figure 2: Recon�guration Example
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Figure 3: Quad-tree compression results

from others in the presence of faults. A network that is resistant to partitioning should loose
only some constant numbers of nodes given that the number of failure do not exceed a certain
value. Some fraction of the total number of compute nodes may be lost if additional failures
occur. The problem will be how to create graphs of n computing nodes of a given degree con-
nected to a clique network of n switches of a given degree that can tolerate k fauts of any kind
(switch, link, or node) without partitioning the network. Thus, only a constant number of nodes
with respect to n will be lost.

Another challenging task is the implementation of a reliable group membership service in
asynchronous distributed systems that ensures that the processes in a group maintain a con-
sistent view of the global membership. There are a number of well-de�ned problems in these
systems, such as consensus, group membership, commit, and atomic broadcast that have been
studied in the literature [8, 14, 9, 17] . The problem is quite diÆcult, especially when a change in
the membership occurs, either due to failures or to voluntary joins and withdrawals. Specially,
the NetRec will be further developed to recon�gure dynamically the routing tables when the
process (after the failure) will rejoin the topology and the traÆc will be redirected through the
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restored links. This will be done without suspending user traÆc. In general, it is not possible
to distinguish a slow process from a faulty process in an asynchronous environment [10, 7]. In
this case, a live node can be excluded, if it is slow, from the topology. The NetRec algorithm
will allow such a node to rejoin the topology. Special cases, such as "voluntary joins," will be
studied. An active replication communication scheme and an adaptive majority voting scheme
at the level of processes will be investigated in this environment, which will insure data integrity
and high availability of the distributed applications.

SOFIT will be ported in the Distributed Reliable Computing System. It will be used to
inject link, router, and node faults. Thus, the recovery overhead and the coverage factor c

of the error-detection algorithm could be obtained in order to estimate the eÆciency of the
proposed SIFT for providing reliable computations in distributed and network environments.

We will investigate di�erent approaches for mapping a given virtual topology onto a physical
topology, based on ServerNet (Myrinet) COTS, or Ethernet environment by using TCP/IP.
The goal will be to achieve a high recon�guration rate Æ and a small recomputation overhead
in the presence of faults in the distribited systems in a way trasparent to the user, which will
provide high rMTTF. Thus, the research community and a large number of users will have the
opportunity to build reliable distributed systems based on COTS in a user transparent way. This
research project will have a positive impact on a large community implementing applications in
distributed and network environments such as : e-commerce, telepresence, telemedicine, Internet
data centers, distributed applications running concurrently across wide-area networks.

2 Distributed network simulation testbed - Distant

Distant is a distributed network simulation testbed, that is currently being developed to validate
routing and recon�guration algorithms in arbitrary network topologies. Di�erent strategies for
a dynamic process allocation in the presence of failures in order to ensure data integrity and
accomplishing the task will be studied. Distant is implemented on a cluster of Windows NT
4.0 workstations connected through 1.28 gigabit/s Compaq ServerNet I routers. ServerNet
[12, 11, 1, 2, 3, 4, 5] is a wormhole-based high performance System Area Network (SAN).It
has been extensively studied and results can be found in [1, 2, 3, 4, 5, 13, 18, 19]. A cluster
of Compaq workstations running MPI-1.2 is operational in the Network Computing Lab. In
addition, the cluster nodes are linked through 10Mb Ethernet network running TCP/IP. In
the cluster is installed MPI 1.2 software, which is used as a communication interface for the
simulations.

Based on MPI, Distant provides the following standard features: simulation of network
nodes, topology creation, shortest path routing, simulation of node failures, fault detection
based on \I'm alive messages," and exchange of data messages between the nodes. Each net-
work node is simulated by a separate MPI process which handles all the communication and
routing activities. It is responsible for generating the \I'm alive" messages to its neighbors
and detecting missing messages from them. It is also handling all message routing, as well as
network recon�guration in presence of failures. All processes are organized in a MPI virtual
topology, which corresponds to the physical topology of the simulated network. Each process
uses the MPI virtual topology functions to get the list of its neighbors and assign them to the
communication ports of the node. In Distant, the MPI process rank is used as a node address.

2.1 Preliminary Results

The validation of NetRec has been performed by simulation, using the sample topology from
Fig. 2 in three di�erent modes:

� all processes running on a single node;

� processes equally split between two nodes with communication over ServerNet/VIA;

� processes equally split between two nodes with communication over Ethernet/TCP/IP.
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Additionally, the validation of the algorithm was performed with di�erent faults and di�erent
network addresses. In all cases the NetRec algorithm correctly recon�gured the routing tables
of all FANs. In order to validate the NetRec complete traces were made of the message routing
before and after network recon�guration, based on generation of messages from random sources
to random destinations. The routing tables of the FINs (0; 2) during the recon�guration of the
network are given in Table 1.

Table 1: Routing tables of the FINs before and after recon�guration

Node 0 Node 2

Before After Before After

Dest Port Dest Port Dest Port Dest Port

1 1 1 1 0 1 0 2

2 2 2 1 1 2 1 2

3 2 3 - 3 1 3 -

4 1 4 1 4 2 4 2

5 1 5 1 5 2 5 2

6 2 6 1 6 1 6 2

7 2 7 1 7 1 7 2
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