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1. The Contribution: Useful Concepts

TheCall for Participation of ISW-2000definesinforma-
tion survivabilit y as “ the abilit y of a systemto continue to
fulfi ll its mission in the presence of attacks, accidents, or
failures”. This position paper presents two concepts: the
design diversity technique [1, 2] and the immune system
paradigm [3] that already have beenfound to be useful in
assuring the dependabilit y of mission-critical information
systems.Theaboveconceptsaswell as theconcept of fault
tolerance [3,4] have originatedin the research that the au-
thor and his associateshave conductedsince1960[5]. The
research has shown that theseconcepts have the potential
to enhance information survivabilit y in the presenceof at-
tacks as well [6–9]. Our goal at ISW-2000is to bring the
potential usefulnessof the concepts to the attention of the
survivabilit y community.

Fault tolerance, designdiversity and the immune sys-
temparadigm becomeespecially important for information
survivabilit y when mission-critical systems are built using
COTS hardware and software components. Most COTS
components have very few, if any at all, built -in features
that support survivabilit y, therefore the defenseshave to be
introducedat thesystemdesignlevel.

The remainder of this position paper summarizes: (1)
the threats to information survivabilit y; (2) the defenses,
i.e., the techniqueof designdiversity and the useof the im-
mune system paradigm; and (3) the first example of their
joint application: the recently described“ fault tolerancein-
frastructure for dependable computing with COTS compo-
nents” [10].

2. The Universe of Threats

Information systems fail because of two fundamental
causes:natural phenomenaand human actions. Thenatural

causesare:

(1) Random failures, i.e, permanent physical changes
(faults)of hardwarecomponents.

(2) External environmental phenomena that interferewith
theoperation of the systemby causing:

(2a) physical damage to systemhardware due to ex-
cessive temperatures,water or fire in the facility,
earthquakes,etc.;

(2b) corruptedinformation (without damageto hard-
ware) due to electromagnetic interference, cos-
mic rays, solar flares,alpha particles,etc. (tran-
sient faults).

The failures due to human actions fall into two cate-
gories,depending on whether the actions are unintentional
or intentional. Theunintentional human causesare:

(3) Designfaults: software “bugs” and hardware “errata”
that remain undetected during program or hardware
development and manifest themselvesduring system
operation.

(4) Interaction faults: mistakes by system operators,
maintenancepersonnel, and others with accessto the
system that lead to incorrect operation, system shut-
down, or accidental physical damage,suchasacciden-
tally cut cables,disconnectedcooling,etc.

Finally, there are attacks, i.e., human actions with mali-
cious intent [11]:

(5) Introduction of malicious logic: viruses,worms, Tro-
jan horses,logic bombs,etc. into thesystem.

(6) Intrusions that exploit weaknessesof the system to
gain unauthorizedaccesswith intent to steal, alter or
destroy information.



(7) Physicalattacks that deliberatelycausedamageto sys-
tem hardware or information content. The damage is
similar to that of causes(2) and (4) above.

To assurethesurvivabilit y of asystem, effectivedefenses
against all potential causesof failure summarized above
needto be incorporated into its design. The problem of
providing defensesis especially difficult for systems built
of COTS hardware and software components,as discussed
below.

On the goodnews side,we are witnessing a very signif -
icant and continuing reduction of failure ratesfor complex
COTSsemiconductordevices.For example, recent Intel lit -
erature [12] quotesthe failure rateof 100FITs (failuresper�����

hours) for their bestproducts, with 10 FITs being the
goal for the near future. The 100FIT rate translatesinto a
deviceMTTF of

�����
hours,giventhat unknown “wearout”

effects do not appear. It may be reasonably concludedthat
devicefailureshavebecomethe leastcritical threat for con-
temporary information systems.

However, at the same time we observe an increasing
severity of theother threats to thedependabilit y and surviv-
abilit y of information systems.Some illustrationsaregiven
next.

Susceptibilit y to environmental interference. The con-
tinuing reductions in the sizeand power level of logic el-
ements raise device susceptibilit y to interference by vari-
ous kinds of radiation and other environmental factors that
causetransient faults, i.e., information is corruptedwithout
devicefailure.

Designfaults. While software “bugs” have beena se-
rious threat for a long time, in the past few years it has
become common that complex devices, especially high-
performance processors, contain hardware design faults
(called “errata” ) that arediscoveredafterthedesignis com-
pleted. For example, the seven processors of the Intel P6
family in April 1999had from 45 to 101 reported design
faults, of which from 30 to 60 have remaineduncorrected
to the mostrecent versions(“steppings”) of the processors,
and new “errata” areannouncedat the rateof about oneper
month [13].

Maintenance mistakes and other unintentional interac-
tion faults have remaineda serious concern, while attacks
of varioustypeshavebeengaining in numbersand in sever-
ity, especially by exploiting theweaknessof complex COTS
operating systemsand otherCOTSsoftware.

One more consequence of the relative decrease of the
randomfailurethreat needsto benoted. Distributedsystems
wereconsideredto havea“natural” form of fault tolerance,
since the lossof one randomly failed node was compens-
able by the redistribution of the workload to the remaining
nodes. However, external interference may affect several
nodesat once,and the “natural” fault toleranceonly exists
whenadequatespatial separation is providedfor the nodes.

Furthermore, designfaults are generic, i.e., present in all
copiesof thesamedesign, and distribution doesnot offeran
advantage. Finally, attacks are not deterredby distribution
alone,as long as the nodesare alike. For designfaults and
attacks we needdesigndiversity in order to prevent node
crashesor intrusionsof epidemic proportions.

3. The Application of Design Diversity

Designdiversity [1,2] is a fundamental approach to the
toleranceof designfaults. It is applicable to all elementsof
an informationsystem: hardware,software,communication
links,man/machineinterfaces,designtools,etc.

Designdiversity is implementedby performing a func-
tion in two, three, or more independently designed ele-
ments (channels) and then executing a decisionalgorithm
(acomparisonor amajority vote)ontheresults. Frequently
the comparison or vote has to be inexact because differ-
ent algorithms are usedby the diverseelements. A well-
protected implementation of the decisionalgorithms is the
key requirement for successful application of designdiver-
sity. Sincedesigndiversity is a relatively costly technique,
only themission-critical partsshould employ it in largeand
complex systems that are subjectto hardware and software
designfaults.

Examplesof softwarediversity techniquesareN-version
programming [14] and recovery blocks [15], while hard-
wareandsoftwarediversity is employedin theflight control
computerof the Boeing 777[16] and Airbus [17] commer-
cial airliners. Communication link diversity is exemplifi ed
by the useof a satellite link to back up an optic cable or a
microwavelink ontheground. Furthermore,diversity of lo-
cation is essential to assureinformationsurvivabilit y during
natural disastersand terrorist attacks.

Early exploratory researchof our UCLA group ledto the
conclusions that N-versionprogramming was a potentially
effectivemeansto detectand neutralize maliciouslogic and
to limit theeffectivenessof intrusions[6,8,9].

4. The Immune System Paradigm

Theconventional approachto improving thedependabil-
ity of systems built from COTS components is to build
a software monitor subsystem (such as the Pentium II’s
Machine Check Exception Handler) that residesand exe-
cuteson the COTShardwareelements. A softwaremonitor
tries to checkall subsystems for indications of failure and
records abnormal symptoms. When necessary, it initiates
shutdowns,BIST, and restarts. This approach has two ma-
jor weaknesses:the monitor software itself is unprotected
becauseit residesand executesonaCOTSprocessor, and it
limits recovery handling to restartsonly.



At thelevel of acompleteserverplatform[18] additional
COTS hardware (busesand controller chips) and system
management software is added to support fault detection
and recovery. Again, neither the extra hardware nor the
software is protected itself. The proliferation of such fea-
turesadds to system complexity, and the improvement in
dependabilit y remainsuncertain.

We have proposeda fundamentally different approach:
to build ageneric fault toleranceinfrastructurethat is anal-
ogous in its attributes to the human immune system [3].
In this model, the body is analogous to hardware, and
the cognitive processessupported by the body are analo-
gous to software. Upon execution, software delivers the
required high-confidenceservicesfor which the system is
programmed. Four fundamental attributesof the immune
systemareparticularly relevant [19]:

(1) It functions (i.e., detects and reacts to threats) contin-
uously and autonomously, independently of cognition
(theanalog of software).

(2) Its elements (lymph nodes, other lymphoid organs,
lymphocytes) are distributed throughout the body,
serving all itsorgans.

(3) It has its own communication links - the network of
lymphatic vessels.

(4) Itselements(cells,organs,and vessels)themselvesare
self-defended, redundant and in several casesdiverse.

The following section summarizes a system design in
which theseattributes, the “ Immune System Paradigm”,
have beenimplemented as the “ fault tolerance infrastruc-
ture” that supports designdiversity and possessesthe im-
mune systemattributessummarizedabove. It is important
to notethat the infrastructurerelievessystemsoftwarefrom
the handling of hardware problems, but it remains trans-
parent to any software - implemented error detection and
recovery procedures.

A different and independently devisedanalog of the im-
mune systemis the “Artifical Immune System” (AIS) of S.
Forrestand S.A. Hofmeyr [20]. Itsoriginsare in computer
security research, where the motivating objective was pro-
tection against illegal intrusions. The analog of the body is
a local-areabroadcast network, and the AIS protects it by
detecting connectionsthat arenot normally observedonthe
LAN. Immune responsesare not currently included in the
model.

5. The Fault Tolerance Infrastructure for
COTS Systems

The ”Fault Tolerance Infrastructure” (FTI) is a sys-
temcomposedof four typesof special-purposecontrollers

called ”nodes”. ThenodesareASICs(Application-Specific
Integrated Circuits) that are controlled by hard-wired se-
quencers or by microcode. They do not employ any soft-
ware.Thenamesof thefour kindsof nodesare: (1)A-nodes
(Adapternodes); (2)M-nodes(Monitornodes); (3)D-nodes
(Decisionnodes); (4) �	� -nodes (Startup, Shutdown, Sur-
vival nodes).

The purposeof the FTI is to provide protection against
all causesof system failure for a computing system com-
posedof COTS components, called C-nodes (Computing
nodes). The C-nodesare connectedto the A-nodesand D-
nodesof the FTI. The C-nodesare COTS microprocessors,
memories, and components of the supporting chipset in a
high-performanceCOTScomputersystem.

The M- and �	� -nodes form a fault-tolerant controller
(the M-cluster) for recovery management of the C- and D-
nodesof thesystem. TheA-nodesconnecttheM-cluster to
the C-and D-nodes. The D-nodesserve as the decisionel-
ements for diverseC-nodesand also provide the means for
theC-nodesto communicatewith theM-cluster. A detailed
discussionis presentedin [10].

The following protection for the COTS system is pro-
videdwhenit is connectedto the FTI:

(1) TheFTI provideserror detection and recovery support
whentheCOTSsystemis affectedby physical failures
of its components and by external interference. The
FTI provides power switching for unpowered spare
COTS components to replace failed C-nodesin long-
duration missions.

(2) The FTI providesa “shutdown-hold-restart” recovery
sequencefor catastrophic events that affect either the
COTS system or both the COTS and FTI systems.
Such events are: a “crash” of the COTS systemsoft-
ware,an intensiveburstof radiation, temporary outage
of COTSsystempower, etc.

(3) TheFTI provides(by meansof theD-nodes)theessen-
tial mechanismsto detectand to recoverfromtheman-
ifestationsof softwareand hardwaredesignfaults. It is
accomplishedby the implementation of designdiver-
sity, where each channel (i.e., C-node) employs inde-
pendently designedhardware and software, while the
D-node servesas the decisionelement. Designdiver-
sity also supports detection and neutralization of ma-
licious software and intrusions,as well as of mistakes
by operatorsor maintenancepersonnel.

Finally, it is essential that thenodesand interconnections
of the FTI should be designedto provideprotection for the
FTI systemitselfas follows:

(1) Error detection and recovery algorithms are incorpo-
ratedto protectagainstrandomcomponent failuresand
transient faultsdue to external interference.



(2) The absenceof software in the FTI providesisolation
against software “bugs”, malicious logic, and intru-
sion.

(3) The overall FTI designallows the introduction of di-
versehardware designs for the A-, M-, �	� -, and D-
nodesin order to provide protection against hardware
designfaults. Such protection may prove to be not
necessary, since low complexity of the node structure
could allow completeverification of thenodedesigns.

Wheninterconnected, theFTI and thehigh-performance
COTS computing system form a high-performance com-
puting system that is protected against most system fail-
ure causes. This system is called DiSTARS: Diversifiable
Self Testing And RepairingSystemand is discussedin detail
in [10]. DiSTARS is the first example of a joint implemen-
tation of designdiversity and theimmunesystemparadigm.
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