Design Diversity and the Immune System Paradigm: Cornerstonesfor
I nformation System Survivability

Algirdas Aviziens

UCLA Computer Scierce Departmert

University of Cdlif ornia

Los Angeles,CA 90095-1596

aviz@csucla.edu

1. The Contribution: Useful Concepts

The Call for Participation of ISW-2000definesinforma-
tion survivahility as “the ability of a systemto cortinue to
fulfill its missionin the presere of attacks, acciderts, or
failures”. This position paper preseits two corcefs: the
designdiversity techique [1, 2] and the immune system
paradigm [3] that aready have beenfound to be usetul in
assuing the deperdability of mission-critical information
systens. The above concepts aswell as the corncept of fault
tolerance[3,4] have originatedin the reseach that the au-
thor and his associgeshave corductedsince 1960[5]. The
reseach has shown that theseconces have the potertial
to erhance information survivability in the presere of at-
tacks as well [6-9]. Our god at ISW-2000is to bring the
potertial usefulnessof the concefs to the attertion of the
survivability community.

Fault tolerance, designdiversity and the immune sys-
tem paradigm becorre esgecidly important for information
survivability when mission-critical systers are built using
COTS hardware and software componerts. Most COTS
componens have very few, if any at all, built-in feaures
that support survivability, therefore the deferseshave to be
introducedat the systemdesignlevel.

The remainder of this position paper sunmarizes: (1)
the threass to information survivability; (2) the deferses
i.e, the techique of designdiversity and the useof theim-
mune system paradigm; and (3) the first exanple of their
joint application: the recenly descibed*fault tolerancein-
frastructure for dependable computing with COTS conpo-
nerts” [10].

2. The Universe of Threats

Information systers fail because of two fundamertal
causes:natural phenomenaand human actions. The natural
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causesare:

(1) Random failures i.e, pemanert physicd changes
(faults) of hardware conmponerts.

(2) External environmertal phenomena that interfere with
the operation of the systemby causing:

(28 physical damage to system hardware due to ex-
cessvetemperatures,water or fire in the facility,
eathquakes,etc.,;

(2b) corruptedinformation (without damage to hard-
ware) due to electomagnetic interfererce, cos-
mic rays, sola flares,alpha particles, etc. (tran-
siert faults).

The failures due to human actions fal into two cae-
gories, depending on whether the actions are unintertional
or intertional. The unintertional human causesare:

(3) Designfaults: software “bugs” and hardware “erata’
that remain undetecied during program or hardware
developmen and manifestthemselves during system
operation.

(4) Interaction faults: mistakes by system operators,
mainterance persomel, and others with accessto the
system that lead to incorrect operation, system shut-
down, or accidertal physicd damage,such as acciden
tally cut cables,discomecidcooling, etc.

Finally, there are attacks, i.e., human actions with mali-
ciousintert [11]:

(5) Introduction of malicious logic: viruses,worms, Tro-
jan horsesjogic bombs, etc. into the system

(6) Intrusiors that exploit weg&nessesof the system to
gan unauthorized accesswith intert to sted, alter or
destoy information.



(7) Physicalattadksthat deliberately causedamageto sys-
tem hardware or information cortert. The damage is
similar to that of causes(2) and (4) above.

To assuethesuvivahility of asystem effecive deferses
against al potertial causesof failure sunmmarized above
needto be incomporated into its design The problem of
providing defersesis especidly difficult for systers built
of COTS hardware and software componerts, as discussed
below.

On the goodnews side, we are witnessirg a very signif-
icant and cortinuing reduction of failure ratesfor complex
COT S semconductor devices.For example, recert Intel lit -
erature [12] quotesthe failurerate of 100FITs (failuresper
10° hours) for their bestproducts, with 10 FITs being the
god for the nea future. The 100FIT rate translatesinto a
device MTTF of 107 hours, giventhat unknown “weaout”
effect do not appea. 1t may be ressorebly concludedthat
devicefailureshave beconethe least critical thred for con
termporary information systens.

However, at the sane time we obsere an increasing
sevelity of the otherthreasto the dependability and surviv-
ability of information systems. Soneillustrations are given
next.

Suscefibility to environmertal interfererce The con
tinuing reductions in the size and power level of logic el-
emerts raise device susceptibility to interference by vari-
ous kinds of radiation and other ervironmental factors that
causetransient faults, i.e., information is corruptedwithout
devicefailure.

Designfaults. While software “bugs” have beena se-
rious threa for a long time, in the past few yeas it has
becorre common that conplex devices, esgecidly high-
performance processos, cortain hardware design faults
(cdled“errata”) that are discoveredafterthe designis com+
pleted For example, the seven processas of the Intel P6
family in April 1999 had from 45 to 101 reported design
faults, of which from 30 to 60 have remained uncorrecied
to the mostrecen versions (“ steppings”) of the processas,
and new “errata” are announcedat the rate of about one per
month [13].

Maintenance mistakes and other unintertional interac-
tion faults have remained a sefious corcem, while attadks
of varioustypeshave beenganing in numbersand in sever-
ity, especidly by exploiting thewe&nessof complex COTS
operating systerms and other COTS software.

One more corseqlerce of the reldive decrease of the
randomfailurethrea needsto be noted Distributedsystens
were corsideredto have a“natura” form of fault tolerance,
since the loss of one randomly failed node was conpers-
able by the redstribution of the workload to the remaining
nodes. However, extemal interference may affect severa
nodesat once, and the “natural” fault toleranceonly exists
whenadequate spatial segaration is providedfor the nodes.

Furthemmore, designfaults are gereric, i.e,, presen in all
copesof the same design and distribution doesnot offeran
advantage. Finally, attacks are not deterred by distribution
alone, as long as the nodesare dike. For designfaults and
attacks we needdesigndiversity in order to prevert node
crashesor intrusions of epgdenic proportions.

3. The Application of Design Diversity

Designdiversity [1,2] is a fundamental approachto the
toleranceof designfaults. It is applicable to all elenerts of
aninformation systenm hardware, software, conmunication
links, man/machineinterfaces,designtools, etc.

Designdiversity is implemented by performing a func-
tion in two, three, or more indeperdently desigred ele-
merts (channels) and then executing a decisionalgorithm
(acomparisonor amajority vote) onthe resuts. Frequertly
the conparison or vote has to be inexact becaise differ-
ert algorithms are usedby the diverseelenernts. A well-
protecedimplemertation of the decisionalgorithms is the
key requirement for successitil application of designdiver-
sity. Since designdiversity is areldively costy techique,
only the mission-critical parts should enploy it in largeand
complex systenms that are subjectto hardware and software
designfaults.

Examplesof sotware diversity teciquesare N-version
programming [14] and recovery blocks [15], while hard-
ware and sotwarediversity is enployedin theflight cortrol
computer of the Boeing 777[16] and Airbus [17] commer-
cia arliners. Communication link diversity is exenyplified
by the useof a saellite link to back up an optic cable or a
microwavelink onthe ground. Furthermore, diversity of lo-
cationis essetial to assueinformation survivahility during
natural disasters and terrorist attacks.

Early exploratory reseachof our UCLA group ledto the
corclusions that N-version programming was a potertially
effecive meansto detectand neutralize maliciouslogic and
to limit the effecivenessof intrusiors[6,8,9].

4. The mmune System Paradigm

The corvertional approachto improving the dependabil-
ity of systers built from COTS conponerts is to build
a software monitor subsystem (such as the Pertium II's
Machine Check Excepion Handler) that resices and exe-
cuteson the COTS hardware elenerts. A software monitor
triesto checkall subsysterrs for indications of failure and
recods abnormal symptoms. When necessey, it initiates
shutdowns, BIST, and reserts. This approach has two ma-
jor we&knesses:the monitor software itself is unprotecied
becauseit resicesand execuesona COTS processarand it
limits recovery handling to restrts only.



At thelevel of aconpletesewverplatform [18] additional
COTS hardware (busesand cortroller chips) and system
managenen software is added to support fault detecion
and recovery. Agan, neither the extra hardware nor the
software is proteceditself. The proliferation of such fea
tures adds to system conplexity, and the improvemert in
dependability remains uncettain.

We have proposeda fundamertally differert approach:
to build agereric fault toleranceinfrastucturethat is anal-
ogots in its attributes to the human immune system [3].
In this model, the body is analogous to hardware, and
the cognitive processesupported by the body are analo-
gous to software. Upon execttion, software delivers the
required high-corfidernce sewicesfor which the systemis
programmed Four fundamental attributes of the immune
systemare particularly relevant [19]:

(1) It functions (i.e., detects and reects to threas) cortin-
uously and autonomously, independertly of cogrition
(the analog of software).

(2) Its elenernts (lymph nodes, other lymphoid organs,
lymphocytes) are distributed throughout the body,
seningal its organs.

(3) It has its own communication links - the network of
lymphatic vessels.

(4) Itselements(cells,organs,and vesselsjhenselesare
self-deferded redundant and in several casesdiverse.

The following secton summarizes a system designin
which these attributes, the “Immune System Paradigm”,
have beenimplemented as the “fault tolerance infrastruc-
ture” that supports designdiversity and possessethe im-
mune system attributes summarized above. It is important
to notethat the infrastructure relievessystemsoftware from
the handling of hardware problems, but it remains trans-
parent to any software - implemented eror detecion and
recovery procedires.

A differert and indeperdertly devisedanalog of the im-
mune systemis the “Artificd Immune System’ (AlS) of S.
Forrestand S. A. Hofmeyr [20]. Its originsare in conmputer
secuity reseach, where the motivating objecive was pro-
tecton againstillegd intrusiors. The analog of the body is
a locd-areabroadcast network, and the AlS protecs it by
detecing comecionsthat are not normally obsewvedonthe
LAN. Immune respnsesare not currertly includedin the
model.

5. The Fault Tolerance Infrastructure for
COTS Systems

The "Fault Tolerance Infrastructure” (FTI) is a sys-
tem conposedof four typesof specid-purposecortrollers

cdled "nodes”. The nodesare ASICs (Application-Specific
Integrated Circuits) that are cortrolled by hard-wired se-
guercers or by microcock. They do not enploy any soft-
ware. The namesof thefour kindsof nodesare: (1) A-nodes
(Adapternodes) (2) M-nodes(Monitor nodes) (3) D-nodes
(Decisionnodes) (4) S*-nodes (Startup, Shutdown, Sur-
vival nodes)

The purposeof the FTI is to provide protecion aganst
al causesof system failure for a conputing system com
posedof COTS conporerts, cdled C-nodes (Computing
nodes) The C-nodesare comeciedto the A-nodesand D-
nodesof the FTI. The C-nodesare COTS microprocessos,
menories, and conponerts of the supporting chipsetin a
high-performance COTS computer system

The M- and S3-nodes form a fault-tolerant cortroller
(the M-cluster) for recovery managenert of the C- and D-
nodesof the system The A-nodescomectthe M-clusterto
the C-and D-nodes. The D-nodessewe as the decisionel-
emerts for diverseC-nodesand also provide the means for
the C-nodesto communicate with the M-cluster. A detailed
discussionis presetiedin [10].

The following protecion for the COTS system is pro-
videdwhenit is comeciedto the FTI:

(1) TheFTI provideseror detecion and recovery support
whenthe COTS systemis affeciedby physicd failures
of its componerts and by extemal interference. The
FTI provides power switching for unpowered spare
COTS conmponents to repace failed C-nodesin long-
duration missiors.

(2) The FTI providesa “shutdown-hold-regart” recovery
sequercefor caastrophic evers that affect either the
COTS system or both the COTS and FTI systens.
Swh events are: a“crash’ of the COTS system soft-
ware, an intersive burst of radiation, temporary outage
of COTS systempower, etc.

(3) TheFTI provides(by means of the D-nodes)theessen
tial mechanismsto detectand to recoverfromthe man-
if esttions of software and hardware designfaults. It is
acconplished by the implementation of designdiver-
sity, where each channel (i.e., C-node) enploys inde-
perdently desigred hardware and software, while the
D-node sewesas the decisionelenent. Designdiver
sity also supports detecion and neuralization of ma-
licious software and intrusions, as well as of mistakes
by operators or maintenance persomel.

Finally, it is essetial that the nodesand intercormecions
of the FT1 should be desigredto provide protecton for the
FTI systemitselfas follows:

(1) Error detecion and recovery algorithms are incorpo-
ratedto protectagainstrandomconponert failuresand
transiert faults due to extema interfererce.



(2) The abserceof software in the FTI providesisolation
against software “bugs”, malicious logic, and intru-
sion

(3) The overdl FTI designallows the introduction of di-
verse hardware desigrs for the A-, M-, S%-, and D-
nodesin order to provide protecion aganst hardware
designfaults. Such protecion may prove to be not
necessey, since low complexity of the node structure
coud alow complete verifi cation of the node desigrs.

Whenintercomected, the FT1 and the high-performance
COTS computing system form a high-performance com
puting system that is protecied against most system fail-
ure causes. This systemis cdled DISTARS: Diversifiable
Self Tesing And Repairing Systemand is discussedn detail
in [10]. DISTARS is the first example of ajoint implemen
tation of designdiversity and the immune systemparadigm.

References

[1] A. AvizZienis. Designdiversity - the challenge of the
eighties. In Digestof FTCS-12, pages44-45, June
1982.

[2] A. Avizienisand J. P. J. Kelly. Fault tolerance by de-
signdiversity: concefts and experiments. Conputer,
17(8):67-80,August 1984.

[3] A. Aviziens. Toward systermatic design of fault-
tolerant systens. Computer, 30(4):51-58,April 1997.

[4] A. AviZienis. Designof fault-tolerant computers. In
Proc. 1967 Fall Joint Computer Conf. AFIPS Conf.
Proc.\ol. 31, pages733-743,1967.

[5] A.Avizierisand D. A. Remels. The evolution of fault
tolerant computing at the Jet Propulsion Laboratory
and at UCLA: 1960-1986.In The Evolution of Fault-
Tolerant Computing. SgringerVerag, 1987.

[6] M. K. Josem and A. AviZiens. Software fault toler
ance and computer secuity: A shared problem. In
Proc. of the Annual National Joint Conference And
Tutorial On Software Quality and Reliahbility, pages
428-436,March 1989.

[7] M. K. Josefh and A. AviZziens. A fault tolerance
approach to computer viruses. In Proc. of the 1988
|EEE Symposiumon Secuity and Privacy, pages52—
58, April 1988.

[8] M.K.Josem. Towardstheelimination of theeffect of
malicious logic: Fault tolerance approaches. In Proc.
10th National Conputer Secuity Conf., pages238—
244,Sepemnmber1987.

[9] M. K. Josef. Architectural Isstesin Fault-Tolerant,
Secue Computing Systens.  PhD thesis, Computer
Scierce Department, University of Calif ornia, Los
AngelesJune 1988.

[10] A. AvizZieris. A fault tolerance infrastructure for
deperdable computing with high-performance COTS
components. In Proc. of the Int. Conference on De-
perdable Systens and Networks (DSN 2000) pages
492-500,June 2000.

[11] C. E. Landwelr et a. A taxonomy of computer
program secuity flaws. ACM Computer Surveys,
26(3):211-254,Sepember 1994.

[12] Intel Corp. Intel's Quality SystemDatabook January
1998. Order No. 210997-007.

[13] A. AviZienis and Y. He. Microprocessorertomol-
ogy. A taxonomy of designfaults in COTS micro-
processos. In J. Rushby and C. B. Weinstock, ed-
tors, Deperdable Computing for Critical Applications
7, pages3-23.1EEE Computer Sociey Press,1999.

[14] A. AviZienis. The methodology of n-versionprogram-
ming. In M. R. Lyu, edtor, Software Fault Tolerance,
pages23-46.John Wiley & Sors, 1995.

[15] B. Randell and J. Xu. The evolution of the recovery
block corcept. In M. R. Lyu, edtor, Software Fault
Tolerance pagesl-21.John Wiley & Sors,1995.

[16] Y. C. Yeh Deperdability of the 777 primary flight
cortrol system In R. K. lyer, M. Morganti, W. K.
Fuchs,and W. Gligor, edtors, Deperndable Computing
for Critical Applications 5, pages3-17. IEEE Com-
puter Sociey Press,1998.

[17] D.Briereand P. Traverse.AIRBUS A320/A330/A340
electical flight cortrols: afamily of fault-tolerant sys-
ters. In Digestof FTCS-23, pages616-623, June
1993.

[18] Intel Corp. The Pertium |l ProcessoiServer Platform
System Managenernt Guide, June 1998. Order No.
243835-001.

[19] G. J. V. Nossa Lif e, deah and the immune system
Sciertific American, 269(3):52-62, Sepenber 1993.

[20] S. A. Hofmeyr and S. Forrest Immunity by de-
sign An artificd immune systtm In Proc. 1999
Geretic and Evolutionary Conputation Confererce,
pages1289-1296.Morgan-Kaufmann, 1999.



