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Abstract

High-value information, such as geophysical (or cartographic) data, pharmacological informa-
tion, and business data, which are used in high-value decisions, are frequently made available for
on-line querying. Customers dependent on this information for their work need high reliability
and accuracy. However, operating such an on-line querying service, securely, on open networks is
very difficult. Most large systems have vulnerabilities that can be exploited. An adversary who
can break in and publish false data might cause huge losses for users. Replicating the data service
for reliability and scalability only makes matters worse. We introduce a new approach, by which
an untrusted publisher can answer queries from customers on behalf of the owner, or creator of
the data. With just a few trusted digital signatures from the owner, the untrusted publisher can
use techniques based on Merkle hash trees [4], to provide authenticity and non-repudiation of
the answer to a database query. We do not require a key to be held in an on-line system, thus
reducing the impact of system penetrations. The use of untrusted publishers provides a novel
approach to greater information survivability.

1 Position Statement

Users in sectors such as finance, medicine, and defense, depend upon highly reliable and efficient ac-
cess to accurate information. Such users need assurance that their queries will be answered promptly,
reliably, and accurately; incorrect information may lead to substantial losses. We are specially con-
cerned in our work with data that is updated infrequently and queried much more often, such as
financial histories, pharmacological data, cartography etc. Our focus is on data integrity, rather than
data privacy.

One approach to protect the answers to queries uses digital signatures. The creator, or owner, of the
data operates an on-line database server, which processes queries and signs the results using a resident
private signing key skowner. Users can verify the authenticity the answers using the corresponding
public key, pkowner. This provides both integrity and non-repudiability of the answer. However,
this approach requires that the owner commit to operating this server in a highly secure fashion.
Unfortunately, most realistic, large and complex systems such as database servers usually contain
defects, some of which lead to vulnerabilities. An adversary capable of exploiting such defects might
gain control of the on-line server, and contrive to sign incorrect answers and thus potentially harm
users. Operating a large, complex system that (realistically) contains defects in a secure fashion
is difficult and expensive, if not impossible. This problem is worsened if servers are replicated for
reliability, scalability etc— the adversary has more potential targets for his machinations.

We therefore begin with the assumption that on-line servers are inherently untrustworthy! Any
sufficiently powerful and complex on-line information processing service will be defective, vulnerable,
and subject to attack; users accessing a server therefore cannot ever be completely sure that it is



not under the control of a malicious adversary. We take the position that it is necessary to develop
techniques where it is possible to provide trustworthy information services on untrusted machines.
In this light, we have developed techniques by which relational querying services can be provided by
an untrusted publisher on behalf of a trusted data creator, or owner.

Our techniques allow an untrusted publisher to produce a verification-object VO for a user
along with the answer to her database query. The user can use the VO to verify that the answer is
identical to the one that owner of the database would provide. The verification-object is based on a
summary-signature that the owner periodically distributes to the publisher. See Figure 1.
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Figure 1: We partition the role of information provider into owner and publisher. The owner provides database
updates and summary signatures to the publisher. The publisher is untrusted. The user makes inquiries of the
publisher. She gets responses which can be verified using a returned verification-object. Superscripts denote
keys known to that party. Only skO is secret. The user must be sure of the binding of pkO to the owner (figure
is from [2]). Another approach is for the owner to send the summary signature directly to user.

The summary-signature is based on a Merkle-tree like construction [4] over B-tree type indexes for
the relations in the owner’s database; a hash digest of the entire tree is signed with skO. Verification
objects are constructed by using the same B-tree. A VO validates an answer by providing an
unforgeable chain (or rather, sub-tree) of hashes, constituting a “proof”, which links the answer to
the summary-signature. Our approach has several features:

1. In addition to his own security, a user need only trust the signing key of the owner. The
owner only sends out new summary-signatures after database updates. This allows the owner’s
private key to be kept “offline”, isolated from network-based attacks.

2. Users need not trust the publishers, nor their keys. Even if an attacker replaces a publisher’s
copy of pkO by a fictitious key, this would only result in a loss of service from him.

3. Our techniques provide for verification-objects whose size is linear in the size of the answer,
and logarithmic in the size of the database, for a useful subset of standard relational queries.

4. The verification-object guarantees not only that all the information delivered in the answer
was actually in the database, but also that no information was incorrectly left out.

5. In all of our techniques there is reasonable overhead for for computing the summary-signature,
for computing the verification-object, and for verifying the verification-object.

6. The approach gives rise to a highly survivable system, since publishers can be replicated without
co-ordination, and the loss of a publisher entails no degradation of system security.

7. The ability to use untrusted publishers enables scalable and flexibile delivery of information.

A correct answer and verification-object will always be accepted by the user. An incorrect answer
and verification-object will almost always be rejected, since our techniques make it computationally
infeasible to forge a correct verification-object for an incorrect answer. Overall, the approach nicely
simplifies the operational security requirements for both owners and publishers.
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Full details, including related work, more specifics on the algorithms, and security theorems, can
be found in a recent paper [2]. Currently, our approach works with databases using the relational
model. We support selections, projections, unions, and a limited notion of joins. We also support a
limited notion of intersections corresponding to multi-dimensional range queries. Work is underway
to extend this work to cover more aspects of relational queries, as well as to other data models.

We also note here that the notion of authentic query-processing distinguishes our approach from peer-
to-peer models such as Gnutella [6] and approaches for file replication [1, 8] which focus primarily
on the monolithic publication of entire files, rather than on processing queries over their content.

2 Contribution to workshop

We propose a novel approach to information survivability, which allows the of untrusted publishers
to offer replicated query-answering services. The use of these servers can be used to freely provide
additional redundancy, without making the replicated service more vulnerable to attack.

We would be interested in participating in discussions on database survivability. We are also inter-
ested in general approach to performing trusted computations on untrusted machines. We have prior
published work in this area [3], where we explored the storage of certain types of data-structures
(stacks and queues) on an untrusted machine. We are also interested in the connection between
authentic publication, and the problem of computing with secret data (E.g., [7])
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