


- tcpdump -nnAi eth1 -s0 | grep -AS "Doug Burks"

Doug Burks is:

e Christian

e husband and father

e SANS GSE and Community Instructor

e Deputy CSO for Mandiant (we’re hiring!)

e @dougburks #securityonion




Security Onion is a FREE Linux

distro for Network Security
Monitoring (NSM)




~ Next, Next, |ish_ for NSM

Setup wizard takes less than 5 minutes!

Welcome to Security Onion Setup!

This program will allow you to configure Security Onion.

Would you like to continue?

| €9 No, Quit. | | +/ Yes, Continue!

Quick Setup

Quick Setup will automatically configure most details of your
system, and will create a Snort sensor for each network
interface on your system.

Advanced Setup gives you more control over the details of
your system, including:

- whether to install Sguil server, Sguil sensor, or both

- which IDS engine to use (Snort or Suricata)

- which Ethemet interfaces should be monitored

- which IDS ruleset(s) to use (Emerging Threats, Snort VRT, or
both)

Quick Setup is recommended for first-time users. Would you
like to use Quick Setup?

| @Na, use Advanced Setup. | | + Yes, use Quick Setup!




- Network Security Monitoring: Data Types
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e Alert data (NIDS alerts - Snort/Suricata, HIDS alerts - OSSEC)

e Asset data (Bro and PRADS)

e Session data (Argus, Bro, and PRADS)

e Transaction data (Bro protocol logs: http, ftp, dns, etc.)
e Full content data (netsniff-ng)




o

Download our ISO image (based on Xubuntu 12.04 64-bit)

OR

Start with your preferred flavor of Ubuntu 12.04 (Ubuntu, Kubuntu,
Lubuntu, Xubuntu, or Ubuntu Server) 32-bit or 64-bit, add our PPA and
install our packages

High performance:
e Snort/Suricata/Bro running on PF_RING
e Netsniff-ng uses zero-copy for high-speed full-packet capture

ELSA (like a free version of Splunk) — distributed database with central web
interface
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ELSA~  Admin =

Query |class=BRO_HTTP

|| From [2012-08-04 10:47:04  To | | AddTem~ | | user_agentv | | Indexv | U R

class=BRO_HTTP (602) [Grouped by user_agent] n

| Result Options... = |

Count = Value

446 Mozillaf4.0 (compatible; MSIE 6.0; Windows NT 5.1: S5V1)
B4 -

14 Bob's Evil Clown CE&C Agent

14 NSISDL/1.2 (Mozilla)
Mozillaf4.0 {(compatible; UPNP/1.0: Windows MNT/5.1)

Mozilla/4.0 (compatible: UPnP/1.0: Windows 9x)

Mozilla/4.0 {compatible: MSIE 7.0: Windows NT 5.1)
Mozilla/4.0 (compatible; MSIE 6.0: Windows NT 5.1: SV1wverdd
Mogzilla/4.0 {compatible: MSIE 6.0: Win32)

=
[=]

=
[=]

uri

string

Windows-Update-Agent

BETWebClient/2220

BETwWebClient/6120

curl{7.22.0 (x86_64-pc-linux-gnu) libeurl/7.22.0 OpenSSL/1.0.1 7lib/1.2.3.4 libidn/1.23 librtmp/2.3
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Firefox 1




Bro IDS

Bro Events
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subject
emailAddress=admin@wiredsolar net, CN=secure wiredsolar. net, OU=IT,O=Wired
Sotar, L=Flagler, 5T=Florida,C=US
CH=rsip. monltoredsecurity com, OU=IT Securty, O=Symantec Corporation, L=Maorthem

emallAddress=dhooveriicentonline. com.CN=Dean Hoover, OU=Neabwork Admin,O=Ca
Berlin, 5T=Wisconsin,C=US

ST=Tokyo,OU=Remote Service, 0=RICOH COMPANY\,LTD. L=Acyama,C=JP,CN=C
CMH=mcs1hkg live.citrixonline.com, OU=0perations, O=Citrix Online LLC,L=Fort Laudet
C=CA

C=US, CN=mail tytix.com

CN=TrustedSourceServer_IMOAQ




 Where do we go now?

http://securityonion.blogspot.com

Updates are announced here and it also has the following links:

e Download/Install

e FAQ

e Mailing Lists

e |RC #securityonion on irc.freenode.net



mailto:doug.burks@gmail.com
http://securityonion.blogspot.com

