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News

SEI Event to Collaborate on Approaches to Improve Software Security



Read more














News

SEI and OpenAI Recommend Ways to Evaluate Large Language Models for Cybersecurity Applications



Read More
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Acquisition Security Framework for Managing Engineering and Supply Chain Cyber Risk Released



Read More
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The Top 10 Skills CISOs Need in 2024



Read more
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Software Engineering Institute Establishes AI Security Incident Response Team



Read more
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     The CERT Division

The CERT Division is a leader in cybersecurity. We partner with government, industry, law enforcement, and academia to improve the security and resilience of computer systems and networks. We study problems that have widespread cybersecurity implications and develop advanced methods and tools to counter large-scale, sophisticated cyber threats.
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      What We Do

CERT experts are a diverse group of researchers, software engineers, security analysts, and digital intelligence specialists working together to research security vulnerabilities in software products, contribute to long-term changes in networked systems, and develop cutting-edge information and training to improve the practice of cybersecurity.

Our connection to the internationally known Carnegie Mellon University creates multidisciplinary collaboration opportunities and amplifies our research abilities.
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      Autonomy Security and Resilience

Develop and sustain security, resilience, and assurance best practices for the development, construction, and employment of machine learning systems.

Cybersecurity Center Development

Develop measurable and repeatable practices to prepare CSIRTs and other operational security organizations.

Cybersecurity Engineering

Develop methods for engineering mission-essential capabilities that balance security and resiliency with mission performance.

Cyber Workforce Development

Develop and maintain a well-equipped cyber workforce that is immediately able to support the cybersecurity needs of organizations.

 
  
 
 
 



      Enterprise Risk and Resilience Management

Develop measurable practices and frameworks that enable organizations to measure and mitigate risks.

Insider Threat

Detect and mitigate the impact of insider threats and reduce their occurrence in organizations.

Reverse Engineering for Malware Analysis

Develop tools and methods to identify and mitigate code that causes unintended effects in software systems.

Situational Awareness

Analyze the cyber terrain as it evolves to characterize assets at risk, measure adversary activity, and prioritize responses to threat.

 
  
 
 
 



      Secure Development

Assess platforms through the analysis of source code to assure they adhere to security best practices.

System and Platform Evaluation

Assess software, devices, systems, and platforms of unknown design or origin to find vulnerabilities and strategies for defending against possible attacks.

Security Vulnerabilities

Reduce exposure to known vulnerabilities in systems.

 

 

 

 
  
 
 
 





  
 
 
 





 



     




	
Careers in the CERT Division


















Cyber Readiness Infrastructure Engineer


3 Locations








Cyber Readiness Software Developer


3 Locations








Senior Cyber Readiness Software Developer


3 Locations














Software Engineer



Pittsburgh, PA








Data Scientist


2 Locations








Senior AI Security Researcher



Pittsburgh, PA














AI Security Researcher



Pittsburgh, PA








Large Language Models Intern



Pittsburgh, PA








Deep Fake Project Intern



Pittsburgh, PA














Rust Project Intern



Pittsburgh, PA








Vulnerability Analysis - Technical Manager



Pittsburgh, PA








Senior Cybersecurity Engineer


3 Locations














Cyber Risk Engineer


2 Locations








Senior Cyber Risk Engineer


2 Locations








Team Lead - Applied Network Defense


2 Locations














Software Engineer


2 Locations








Senior Software Engineer



Pittsburgh, PA








Senior Cybersecurity Engineer



Pittsburgh, PA














Vulnerability Researcher



Pittsburgh, PA








Senior Vulnerability Researcher



Pittsburgh, PA








Cybersecurity Engineer


2 Locations














Senior Reverse Engineer Researcher


2 Locations








Senior Solutions Engineer


2 Locations








Reverse Engineer Researcher



Pittsburgh, PA

























SEE ALL SEI JOB OPENINGS












  
 
 
 





 



    


     

Recently Published Vulnerabilities


VU#488902: CPU hardware utilizing speculative execution may be vulnerable to speculative race conditions

March 14, 2024




VU#949046: Sceiner firmware locks and associated devices are vulnerable to encryption downgrade and arbitrary file upload attacks

March 07, 2024




VU#446598: GPU kernel implementations susceptible to memory leak

January 16, 2024



More Vulnerabilities
Report a Vulnerability




  
 
 
 



  
 





  
 
 
 





 



    


 Case Studies
 








Cyber Lightning Case Study

The SEI hosted Cyber Lightning, a three-day joint training exercise involving Air National Guard and Air Force Reserve units from western Pennsylvania and eastern Ohio.


Learn More












SEI Hosts Crisis Simulation Exercise for Cyber Intelligence Research Consortium

In SEI crisis simulation exercises, participants use scenarios that present fictitious malicious actors and environmental factors based on real-world events.


Learn More












USPS Case Study

The SEI teamed with the U.S. Postal Service to help it improve its cybersecurity and resilience and collaborated on a program to develop a strong cybersecurity workforce.


Learn More









  
 
 
 





 



    


      History

The CERT Division is the birthplace of cybersecurity. For nearly 30 years, the CERT Division of the SEI has partnered with government, industry, law enforcement, and academia to advance cybersecurity and improve the security and resilience of computer systems and networks.

Originally focused on incident response, we have expanded into cybersecurity areas such as network situational awareness, malicious code analysis, secure coding, resilience management, insider threats, digital investigations and intelligence, workforce development, DevOps, forensics, software assurance, vulnerability discovery and analysis, and risk management.

 
  
 
 
 



       
   Barbara Fraser and Ed DeHart, part of the SEI’s CERT/CC in the early 1990s
 
  
 
 
 





  
 
 
 





 



    


      Former Director Richard Pethia

Richard Pethia was founding director of the SEI's CERT Division. Pethia, who served as director of CERT from 1988 to 2016, guided the organization through tremendous growth and change. Under Pethia's leadership, the unit expanded and evolved from the CERT Coordination Center—a small group focused on computer incident response—to a research organization of more than 200 professionals dedicated to solving problems with widespread cybersecurity implications.

SEE FULL PROFILE

 
  
 
 
 



       
  
 
 
 





  
 
 
 





 



    



 Related Links

 



	CERT Podcast Series
	CERT/CC Blog Series
	Computer Security Incident Response Teams





	FloCon
	Insider Threat Blog Series
	Insider Threat Symposium





	NatCSIRT Meeting
	Vulnerability Database






  
 
 
 





  
 
 
 











Report a Vulnerability to CERT/CC

Subscribe to SEI Bulletin

Request Permission to Use SEI Materials










Carnegie Mellon University
 Software Engineering Institute
 4500 Fifth Avenue
 Pittsburgh, PA 15213-2612
 412-268-5800





 [  Facebook  |  Twitter  |  LinkedIn  |  YouTube  |  iTunes  ] 




Contact Us
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