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Abstract complexity that thwarts human intellectual contra,
_ it can reduce complexity to enable what seem like s
The ultra-large-scale systems of the future require perhyman capabilities. In this case, Roman arititmet
the transformation of software engineering into a z4qs complexity because it does not scale to large
computational discipline capable of fast and depend proplems. Decimal arithmetic reduces complexity be-
able seftware development. This paper _discu_sses aNcause it is scale-free; large problems simply megui
emerging next-generation software engineering re- more of the same operations used for small problems
search area: function extraction (FX) technology fo  and the correctness of the operations themselves,
automated computation to the maximum extent possi-\ynatever human fallibility may be present in thesr-

ble of the behavior, correctness, and quality htites plication, is guaranteed by the theoretical fouiuotet
of software components and their compositions into o arithmetic.

systems. An introduction to the mathematical founda

tions for computation of software behavior is pro- 2 Next-Generation Software Engineering
vided, followed by an overview description of aorig

ously designed experiment to quantify the poteffial Present-day software engineering faces two seem-
FX technology, and a discussion of a CERT jngly intractable and interrelated problems: comitje
STAR*Lab first application of FX technology to com- and cost. Complexity is an ever-present barriesys
pute the behavior of code expressed in the Intel as tem development and evolution. Its principal massife
sembly language instruction set. tation is the massive accumulation of low-levelailst
and intricate relationships among them that quickly
) ) ) exceeds human understanding. No other engineering
1. A History Lesson in Complexity discipline requires its practitioners to remembad a
o reason about so many details. It is a soberingtyeal
When the Normans conquered England in tH8 11 4t hrogrammers today have no practical means to
century, a census was ordered to catalog whatéed b getermine the full functional behavior of programs
won. But after the data were collected, the reguire \yritten by themselves or others. Furthermore, 1st- te
summations were not produced despite the obvious ing process, no matter how thorough, can validage t
interest in the results. The census had been redord | functional behavior of programs in all circum-
Roman numerals, and the complexity of adding up SO gtances of use. The result is systems fielded with

many numbers in that system was overwhelming. fYeti foreseen errors and vulnerabilities that no amaint
the census had been recorded in decimal arithmetic being careful and trying harder has been able ¢o pr

with place notation, the required sums could haeenb gt

produced in short order. The problem of cost is closely related to complex-
There is a lesson here for the problems of present-ji, Battalions of programmers and lots of time are

day computing. It is that technology can either add yequired to create large systems because programmer



are complexity-limited in present development tech- tics defined by a function-theoretic view of softeia

nologies and coordination-limited in present degelo

ment organizations. It is increasingly clear thett-s 3. An NGSE Example: Function Extrac-

ware engineering is reaching the limits of develepm tion

technologies evolved in the first fifty years ohgout-

ing. Science foundations for next-generation saféwa A key to intellectual control in system development

engineering (NGSE) are required for the next fifty and evolution is capturing and understanding thie fu

years that will enable fast and correct developnaént  functional behavior of software with mathematical

the ultra-large-scale systems of the future. precision. Such complete understanding is very-diff
We believe that an overarching requirement for cultin today’s state of practice. The behavioexhan-

NGSE will be new forms of computational automation tics of software building blocks ranging from preser

that will augment human intelligence in analyzingla instruction sets to programming languages to operat

developing software engineering artifacts rangiognf ing, database, and middleware systems may be well o

specifications and architectures to designs andeimp  poorly documented, and well or poorly understood.

mentations. This automation should analyze aréfact ~ Engineers create the behavioral semantics of psoces

terms of complete behavior and properties, becauseoperations by combining circuits; programming lan-

partial analysis can produce only partial knowledge guage designers create the behavioral semantics of

must reduce cost by substituting computationalyanal language instructions by combining chip operations;

sis for human effort, and limit complexity by pradu programmers create the behavioral semantics of com-

ing analytical results that preserve intellectuattcol. ponents by combining language instructions; ane-int
A principal objective of NGSE is thus to make soft- grators create the behavioral semantics of systgms
ware engineering computational, in the sense agt, combining components. At each step, ever more se-

present-day aeronautical and electrical engineerieg ~ mantic content accumulates, some of which may be
computational. These disciplines depend on routine unavoidably lost or misunderstood as the sheer-quan
capabilities for computational evaluation of th@ms- tity and complexity of programmed behavior exceeds
sions that define and manipulate their subjectenatt human analytical capabilities. And, of course, ehet
They have encountered the problems of large-scale semantic structures may have been created, coraputer
systems, and have developed mathematical foundation simply fetch the next instruction and executeatpto-
and engineering automation to cut costs and control duce the behavioral effects that have been pro-
complexity in their development. For example, iacel grammed, right or wrong, understood or not. This in
trical engineering, automation-supported design of evitable loss of semantic information has been the
processor chips containing millions of circuits ds source of many long-standing problems in software
common practice, a feat well beyond human analytica engineering, and motivates a closer look at pd#sssi
capabilities and totally dependent on automated-com for automated calculation of software behavior.
putational methods. We believe the same must be The objective of behavior calculation is to reveal
made true for software engineering. and preserve the semantic information in programas a
Many threads of research and much effort will be other software artifacts as a means to augment fiuma
required to develop theoretical foundations andi-eng capabilities for analysis and design. We discusseh
neering automation for NGSE. Substantial work is th  possibilities below in the context of sequenti@it in
area has been underway for years, for example, inthe full knowledge that other problems exist, for e
automation for the sequence-based specification [1] ample, in concurrent and recursive logic. Our ge&b
and statistical certification [2] technologies ofeén- say first words on the subject, not last words.
room software engineering [3, 4], as well as in siod The well-known function-theoretic view of soft-
checking [5] and proof-carrying code [6], to namst;j ware [3, 4, 7] provides bedrock mathematical founda
a few. This paper discusses an emerging NGSE re-tions for computation of behavior. In this perspegt
search area: function extraction (FX) technology fo programs are treated as rules for mathematical- func
automated computation to the maximum extent possi- tions or relations, that is, mappings from inpuds-(
ble of the behavior, correctness, and quality attds mains) to outputs (ranges), regardless of the stbje
of software components and their compositions into matter addressed or the implementation languages em
systems. FX is based on a view of software compo- ployed. The key to the function-theoretic appro&ch
nents as implementations of mathematical functmms  the recognition that, while programs may contain fa
relations. Foundations of automated behavior coaput too many execution paths for humans to understand o
tion are emerging in the form of computational sema computers to analyze, every program (and thus every



system of programs) can be described as a conyositi
of a finite number of control structures, each diich
implements a mathematical function or relationha t
transformation of its inputs into outputs. In peutar,

the sequential logic of programs can be composed of
finite number of single-entry, single-exit contsifuc-
tures: sequence (composition), alternation (iftte)e
and iteration (whiledo), with variants and extensio
permitted but not necessary. The behavior of every
control structure in a program can be extracted and

and f must satisfy

f =([q] = true— [f] o [g] | [q] = false— 1)

As noted above, no general theory for iteratiortrabs
tion can exist, so engineering solutions must bekde
oped for semantic analysis and recognition. In any
event, it is indeed fortunate that the behaviorsef
guence and alternation structures, which complise t
bulk of program logic, can be computed by such

composed with others in a stepwise process based onstraightforward means.

an algebra of functions that traverses the costrak-
ture hierarchy. Termination of the function extraet

These equations define an algebra of functions that
can be applied bottom up to the control structuee-h

and composition processes are assured by the finitearchy of a program in a stepwise function extractio

number of control structures present in any program
While no comprehensive theory for computing the
behavior of iteration structures can exist, satisfiey
engineering solutions are possible.

In more detail, function-theoretic foundations pre-
scribe procedure-free equations that represenefret
fects on data of control structures and providéas-s
ing point for behavior extraction. These equatians
expressed in terms of function composition, case
analysis, and, for iteration structures, a recer®x-
pression based on an equivalence of iteration &nd a
ternation structures. Representative equationgiaes
below for control structures labeled P, data openat
g and h, predicate g, and program function f.

The program function of a sequence control struc-
ture (P: g; h) is defined by

f=[P]=1[g; h] = [h] o [g]
where square brackets denote the program function a
“0” is the composition operator. That is, the peogr
function of a sequence can be calculated by simple
composition of its constituent operations.

The program function of an alternation control

structure (P: if g then g else h endif) is defitgd

f = [P] = [if g then g else h endif]
= ([a] = true—[g] | [a] = false— [h])

That is, the program function is a case analysithef
true and false branches, with the possibility ahbm-
ing them into a more general function, for example,
max, min, etc.

The program function of a terminating iteration €on
trol structure (P: while g do g enddo) is defirmsd

f =[P] = [while q do g enddo]
= [if g then g; while g do g enddo endif]
= [if g then g; f endif]

process, whereby each control structure is in tiamms-
formed to procedure-free functional form. This @se
propagates and preserves the net effects of control
structures through successive levels of abstraction
while leaving behind complexities of local computa-
tions and data not required for expressing behaatior
higher levels.

In notional illustration, consider the following
miniature program fragment composed of five control
structures that operate on integer variables (machi
precision aside):

ifx>y
then
ti=x;
X=Y,
y:=t
else
XI=X+Y;
y=X=Y,
X=X—-Y
endif;
XI=X+Y;
y=X-y,
X=X=-Y

The composition computations for the thenpart and
elsepart sequence structures are easily carried out
through accumulating trace tables,

Operation t X Y
t:=X t=x unchanged unchanged
X:=y unchanged X=y unchanged
y:=t unchanged unchanged y =X

which gives the sequence-free concurrent assignment

LXYi=XY,X



and ior in non-procedural form and represent the a#-bui
specification of a program. Each CCA is composed of

Operation X Y a predicate on the input domain, which, if truesufts
X =X+Yy X=X+Yy Unchanged in simultaneous assignment of all right-hand side d
yi=X—y unchanged y=X+y-—y= main values in the concurrent assignments to tatir
X=X—Y X=X+y—X=y Unchanged hand side range variables. Catalogs can be quédoied,

example, for particular behavior cases of interastp

which gives the sequence-free concurrent assignment determine if any cases satisfy, or violate, spedifi
conditions or constraints. Behavior catalogs haaeyn

X, Y=Y, X uses, ranging from correctness verification, tolysis
These functions combine in the alternation analgsis ~ Of security and other attributes, to component azsfp
a conditional concurrent assignment: tion, as discussed below.

X>y— (4 X, Y:=XY, X) [ Xx<=y> (X, y:=V, X) 4. Quantifying the FX Business Case

To explore the potential of FX technology, CERT
STAR*Lab developed a proof-of-concept prototype
that operates on a small subset of the Java pregram
ming language. The prototype takes in a Java pnogra
written in the language subset and automaticaliyuca
lates and displays its functional behavior. Theavébr
is expressed in conditional, concurrent assignments
that provide the complete, correct function for fine-
gram. That is, the prototype outputs a non-procadur
user-readable format in terms of how the outputhef
program are produced from its inputs in all possibl
uses, in effect producing the as-coded specifinatio
the program in the form of a behavior catalog. gori
ously designed experiment was conducted to quantify
the impact of FX technology on the ability of pro-
grammers to comprehend and verify programs. The
methodology and results of this experiment are sum-
marized here. Complete details are available iarref
ence [8].

The experimental subjects were 26 Carnegie Mellon
University (CMU) graduate students, each of whom

Treating t as a local variable, both cases of ttesra-
tion compute x, y :=y, X, that is, the values adnd y
are exchanged no matter how the iftest evaluatass,T
the computed behavior for the alternation is

X, Y=Y, X

The trace table for the final sequence is identicdhe
one above, giving the sequence-free concurrent as-
signment

X, Y=Y, X

and thus the entire program fragment reduces ® a s
guence of two functions,

XY =YX
X, Y=Y, X

whose trace table

Oper ation " y had substantial computer_science educatior_1 and soft
— ware development experience. The experiment was

XY=V X y X approved by the CMU Institutional Review Board,

XY=y X X y calibrated in two pilot tests, and conducted adcoord

to rigorous experimental protocols. The 26 subjects
received 45 minutes of classroom instruction on the
purpose of the experiment and the process of pnogra
XY=Xy comprehension. They were then randomly divided into
two groups: the control group (manual manipulation)
and the experimental group (automated FX manipula-

reveals the overall behavior to be

or simply the identity function, and the possililit
arises of either a programming error in the fragnoen tion).

an intentional obfuscation of its logic. The control group subjects were given three Java
TI_1e general_form of ihe EXpressions produced by programs of varying size and difficulty, togetheithw
func_:tlon extraction is a s_et of_condmonal coneumtr _ functional requirements for the programs and aoet
assignments (CCA) organized into catalogs thandefi , a5tions to answer. They applied traditional mesho
program behavior in all circumstances of use. The ot c5qe reading and inspection to understand the be

CCAs are disjoint and thus partition behavior oa th o ior of each program and then answered the ques-
input domain of a program. The catalogs define beha ;o



The experimental group subjects installed the Func
tion Extraction prototype on their personal laptopn-
puters. These subjects, who had no previous exposur
to the prototype, received an additional 45 minates

hension; paid, non-classroom experience; or nurmber
programming classes taken.

Descriptive data (mean and range for time on task
and percentage correct) was calculated for the per-

classroom instruction on its use and were thenngive formance of each group (control and experimental) o

the same three Java programs, requirements, asd que each of the three programs. The subjects in the ex-
tions. The experimental group ran each program perimental group also evaluated the FX prototype on
through the FX prototype to derive and display the several standard criteria and their measures. The

program’s functional behavior, and then answered th
guestions.

For both the control group and the experimental
group, all activities were self-timed by the sulgec
and a post-hoc questionnaire was completed. Bath th
time to perform the experimental tests and theeair

evaluation criteria, the scale reliability, anduies are
provided in reference [8]. Performance on the three
experimental tasks was measured by three dependent
variables: accuracy of program comprehension, total
time on task, and time required to derive program b
havior. Study data were analyzed using analysis of

ness of the answers were measured and analyzed. Theariance and Welch/Brown-Forsythe Robust Test of

correctness of the answers provided a measureeof th
ability of both groups to understand the program be
haviors and to verify the behavior against require-
ments.

The validity of the experimental design and proce-

dures was accessed in four ways:

* The participants answered a manipulation
check question appropriately.

* The participants’ rankings of the difficulty of
the three programs were consistent with the ex-
perimental design. The shortest program,
namedAlgorithm was ranked as the least diffi-
cult of the three programs, and was rated by the
participants as less difficult than the partici-
pants’ usual program comprehension tasks. The
Ordering program was longer than thdgo-
rithm program. Ordering was ranked by the
participants as more difficult to comprehend
thanAlgorithm and was rated at about the same
level of difficulty as the participants’ usual
program comprehension tasks. The longest
program, named@onus Pointswas ranked as
the most difficult and was rated as more diffi-
cult than the participants’ usual comprehension
tasks.

» The participants agreed that the training they
received was sufficient to complete the study
tasks.

* The participants were experienced with pro-
gram comprehension tasks and were randomly
assigned.

Statistical analysis of the participants’ educatmd
experience was performed using Levene’s test for
equality of variance and the t-test for equality of
means. The analysis demonstrated that there was n
significant difference between the control and eixpe
mental groups in their experience in program compre

0,

Equality of Means.

Results of the experiment showed that the group us-
ing the FX prototype reduced the time requiredee d
rive the functional behavior of the most difficylto-
gram by about three orders of magnitude over time co
trol group, and was about four times better at joliog
correct answers to the program comprehension and
verification questions in about one-fourth of tivad.
Statistical analysis of the experimental resultgwsid
that the probability that the results could beilatted
to chance was close to zero. In addition, the exper
mental group expressed a high level of satisfadtion
the use of the FX prototype. [8]

5. Development of a Function Extractor

The need for fast and reliable understanding oécod
is nowhere more important that in analyzing malisio
code to quickly develop countermeasures. CERT
STAR*Lab at the CMU Software Engineering Institute
has initiated a first application of function exitian
technology to compute the behavior of code exptesse
in the Intel assembly language instruction setht® t
maximum extent possible [9, 10]. The Function Ex-
traction for Malicious Code (FX/MC) system operates
as a plug-in to the Ida Pro disassembler. It apphe
function equations and many other mathematical-tech
nigues to compute the behavior of assembly language
programs that have been identified as malicioug Th
development of FX/MC is a substantial effort thait i
currently underway. In what follows, we describe th
structure and capabilities of the system.

Function extractor front-ends and back-ends are
programming language specific as seen in Figure 1.
Front-end processing must accommodate the syntax of
the target language and assign complete and correct
functional semantics to every instruction in anuinp
program. Thus, a necessary precursor to extraeor d
velopment is creation and verification of semantic



definitions on an instruction-by-instruction basisis
is a significant task in itself: the Intel processuoip-

ports over 1000 opcodes. Back-end processing must

Start with a language

likewise accommodate the syntax of the language in
displaying the output program and its behaviorlogta

(for specification, design,
programming, etc.)

A 4

Capture the functional se-

mantics of the language

structures and their rules
of combination

Develop a function extractor

Develop an artifact
(specification, design,
program, etc.)
using the language

A 4

System
Artifact

A\ 4

Function

for the language semantics

Extractor

Behavior
Catalog

Figure 1: Function Extractor Development

The internal logic of function extractors is morng
eral and is organized along the following lineseTist
step, instruction semantics analysigxpresses instruc-
tions in an input program in terms of their funodd
semantics for subsequent processing. The secopd ste
control deobfuscatigndetermines the true control flow
of the input program. For some languages, mostbhota
assembly languages, this can be a difficult taskhe
presence of computed jumps and other dynamic dontro
flow operations. The next stemontrol structuring
transforms the true control flow, often in confugispa-
ghetti-logic form, into a function-equivalent sttuced
program composed entirely of fundamental contnoicst
tures in a nested and sequenced hierarchy withririe a
trary jumps present. This algebraic structure ésdtart-
ing point for behavior computation. The next steigp-
wise extractioncomputes the behavior of leaf-node con-
trol structures, thereby revealing new leaf nodms)-
tinuing in this manner until the behavior of thetien

program has been extracted and recorded in a lwehavi
catalog as a set of disjoint conditional concurrast
signments. In this step, a simplification procesgres-
sion normalization reduces intermediate behavior defi-
nitions to their simplest forms prior to propagatito
higher levels. Local details of control and dataerap
tions are left behind while net effects are presdrv
Normalization requires substantial mathematicalhirac
ery, which extends to computer algebras and theorem
provers, to maximize the value of the simplificatio
process. This entire processing takes place unser u
control; significant human factors research andebbg
ment is required to optimize the value of functextrac-
tion in augmenting human capabilities.

Operation of the current version of FX/MC is de-
scribed next through a behavior computation example
Consider the following miniature assembly language
fragment and the question of what it does.



Loc_8000000:
push eax
pop ebx
push ecx
jmp short

| oc_8000005
sub esp, 4
pop ebx
jmp short

| oc_800000B;
push ecx
pop eax
pop eax
jmp short
| oc_8000010
push eax
pop ebx
push ecx
jmp short
| oc_8000015
pop edx
push ebx
jmp short
| oc_8000019

| oc_8000015

| oc_8000019

| oc_8000005

| oc_8000005

| oc_800000B

The function-equivalent structured output produbgd
FX/MC is shown below. It turns out that the fragrisn
in fact a simple sequence control structure dedpite
presence of jump instructions in the original thady
have represented an intentional obfuscation ofdbe.
Malicious code writers often obfuscate control floov
make it more difficult for analysts to understanohd-
tional intent. The transformation to structuredniosub-
stantially reduces the effectiveness of controlebétion
as a weapon for intruders. Note that the struaupiroc-
ess identified and removed the dead code at
loc_8000010:

do
push eax
pop ebx
push ecx
pop edx
push ebx
push ecx
pop eax
pop eax
sub esp, 4
pop ebx

enddo

COXNTIRWNE

[EEN

The extracted function for the fragment computed by
FX/MC is depicted below, where concurrent assigrimen
are made to registers EAX, EBX, and EDX, to stack
pointer ESP, and to two memory locations denoted by
expressions of the form M_dword(location) := value.
Flags ZF (zero flag), SF (sign flag), PF (parigof), CF
(carry flag), OF (overflow flag) and AF (auxiliacarry
flag) are also concurrently assigned values. Theyro-
bol stands for doubleword addition.

[ EAX : = EAX
. EBX : = EAX
EDX : = ECX
ESP : = ESP
M dwor d( ESP +d -4):= EAX
M _dwor d( ESP +d -8):= ECX
ZF := (4 == ESP)
SF : = is_neg_signed_dword(ESP +d -4)
PF := is_even_parity_| owbyte( ESP +d -4)
CF := (ESP <= 3)
OF :=is_in_interval (ESP, 2"31, (2731) +3)
AF : = fal se

]

Note that this extracted behavior is procedure.free
The assignments occur all at once — they are cosraur
updates of final values on the left hand side imgeof
initial values on the right hand side. The extredianc-
tion defines the complete, as-coded behavior of the
fragment.

What does the function tell us? Some of the com-
puted behavior does not appear to be obvious from e
amining the program. The first concurrent assigrmen
EAX := EAX, shows that the final value of the EAX
register is the same as its initial value. This barvali-
dated by observing that the EAX register is selimam 7
and again on line 8, both times by means of theipop
struction. The value assigned to EAX on line 7 ceme
from the push on line 6, which is the value of E@Xit
this value is overwritten on line 8 by the valueEBX
that was pushed on line 5. However, the value imefde
EBX register at that point is the one that wasgresd to
EBX on line 2, which in turn comes from the value o
EAX pushed on line 1. Thus, the original value &
is actually restored to the EAX register on line 8.

The second concurrent assignment, EBX := EAX,
can be similarly validated by tracing the prograafues
back from the pop into EBX on line 10. The thircheo
current assignment, EDX := ECX, comes from the as-
signment to EDX on line 4. The fourth concurrert as
signment, ESP := ESP, declares that the stacksusal-i
anced, that is, there are an equal number of pumies
pops. On the surface, this appears to be untrutheas
are five pops but only four pushes in the progrilimw-
ever, note that the operation on line 9 (sub EShaé
the same effect as a push on the stack pointeepéxat
no value is written to the stack memory, so thatgbp
on line 10 actually returns the "dirty" memory \althat
was already popped on line 8. The fifth and sodih-
current assignments document the side effects mane
caused by the stack use. The concurrent assignments
after that document the final values of the progess
flags, which are set by the subtract instructiorlioa 9,
and can be similarly validated.



The informal validation outlined here confirms the
behavior computation carried out by FX/MC. However,
the objective of the system is to make such checks
necessary, to permit software engineers to commate
gram behavior at CPU speeds and make immediate use
of the results.

6. Behavior Computation and NGSE

As a computational discipline, we believe that next
generation software engineering will require exiens
capabilities for automated analysis of engineent
facts, from specifications to designs to implemtaotes,
at all levels of abstraction. Function extracti@n con-
tribute to this automation in a number of areasnabke
following illustrations.

Correctness Verification Computation. NGSE can
benefit from increasing the granularity of deperdab
software engineering artifacts by orders of magltu
For example, a billion-line system becomes a nmiHio
unit system if the dependable unit of constructisn
thousand-line components, which in turn build tdaide
ten- and hundred-thousand-line subsystems. Evatuati
of correctness will require that the full functibheehav-
ior of components be known. Computed behavior at th
component level will permit direct correctness fiea-
tion by human and machine-based processes, thereby
scaling up the reliable unit of construction forftaare
systems.

Quality Attribute Computation. NGSE can also
benefit from treating quality attributes, for exdmpper-
formance and security, as time-varying functions fo
computational evaluation, rather than as static apdi-
ori estimates that have limited value in systenraien.
Quiality attributes defined in functional terms, doned
with availability of computed behavior, will perngbm-
putational analysis and prediction of attributeuesl in
system development, as well as real-time evaluation
attribute dynamics in system operation as usage and
threat environments change over time. CERT STAR*Lab
has initiated research on use of the behavior agdal
produced by the function extraction process for pota-
tional analysis of security attributes of progrdti|.

Truth-Preservation Computation. NGSE can bene-
fit from real-time self-description of system stiwre and
function for use in computer and human analysigoAu
mated truth maintenance capabilities could inifiale-
rive and subsequently preserve the correctnessa@md
pleteness of definitions of software function astegns
change and evolve. The full effect of modificatioms
system behavior and attributes could be computed, a
violations of behavioral invariance under systerfaae
toring and reorganization could be detected.

Component Composition Computation. NGSE will
require that the composite behavior of componenttsi-a
tected into systems be calculated for fast andhlvkdi
development. Such a capability is important foratire
dynamic systems-of-systems, and for achieving eonfi
dence in distributed, component-based and service-
oriented architectures. Component composition cempu
tation will help scale up the dependable unit afstouc-
tion for complex software systems. Research wilkde
quired in this area to combine behavior computatith
interface ontologies and domain-specific semantics.

Reduced Abstraction Set Engineering. Languages
employed for specification, architecture, designd a
implementation could be configured with specialgae
ties that facilitate computational analysis and aomrea-
soning. In particular, simplifying and unifying dtidns
and constraints could be applied to existing laggaa
and drive development of new ones with no lossxef e
pressiveness to reduce complexity and support auto-
mated computation of behaviors, quality attributms
compositions. That is, languages could be designed
conform to the behavior computation process and
thereby reduce the quantity and variety of behasior
stractions.

7. Future Research

The promise of next-generation software engineering
will require research and development in a number o
critical areas. Foremost, human developers need th
capability to fully understand the behavior of eyst
artifacts, such as programs, in minutes rather than
days and months currently required. In this paper,
report our initial research and development dicgttion
function extraction as a means to capture the beha¥
programs.

CERT STAR*Lab intends to investigate the applica-
tion of function extraction to correctness verifioa,
security attribute analysis, truth preservationsystem
definition, and component composition. In addititime
technology can be extended to other languageseXor
ample, Java and C, and even to FORTRAN and COBOL
for analysis of legacy systems [12]. Efforts argoalin-
derway to develop stand-alone structuring engires t
improve human understanding of program structue an
control flow.

Controlled experiments are planned to better under-
stand the human factors involved in use of computed
behavior, in particular, for team operations whesk-
able knowledge sharing is a key to efficiency afidce
tiveness in software development.
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