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Introduction (1)

JThe National Institute of Communications
Technologies (INTECO) is:

e promoted by the Ministry of Industry, Tourism and
Commerce of the Spanish Government

« A platform for the development of the Information
Society through projects related to innovation and
technology.

»Information Society (1S): use of computers and
telecommunications in everyday’s life and work.
http://europa.eu.int/information_society/

Born in January 2006, starting activies now, main
departments should be operational by end of year
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Introduction (2)

Main Goals:
 Contribute to the convergence of Spain with Europe

In the IS within the “Plan Avanza”
»“Plan Avanza”: Group of gctions of Spanish Government to
Increase IS spread and related economical activities.

 Promote regional development in Lebdn rooting a
project with global scope.

Wil develop, among others, initiatives of technological
security, accesibility and inclusion in digital society, and
communication  solutions  for individuals and
organizations.



Introduction (3)
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Mission

d Inteco’s mission is to drive and develop innovation
projects related to information and communications
technologies and in the IS in general, to strengthen the
position and competitivity of Spain, extending its capabilities
In the European and Latin-american environments.

4 Inteco’s vision:
o Short term: Start projects related to IS
 Medium term: strenghthen its position in this environment
as an innovative programs and projects center.
* Long term: Consolidate as a centre of excellence in
Europe in innovation projects.
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Goals

U Development of applied research programs in the IS
and Information and Communication Technologies
(ICT) areas.

L Drive academic proposals wich add value to the
position of Spain and Europe in the IS environment.

L Development of content projects related to intensive
use of ICT.

Create in Ledn a ICT cluster defined by a high
Innovation capabillity.

Ease crossed use of technology among different
sectors (public administration, law enforment, health
care system, etc). ) e (
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Work Lines (1)

dAccesibility: social inclusion program that promotes equity
of all citizens accessing IS benefits and the development of
projects to this end.

dTechnical Security: aimed to place the coordiantion basis
for different public sector initiatives around Computer
Security; coordination of applied research and specialised
education in the area of secure use of ICT.

dICT innovation for small and medium companies:
development of innovative solutions that favours intensive
and strategic usage of ICT to small and medium
companies, with the goal to enhance its productivity and

competitivity.
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Work Lines (2)

dCitizens and the Internet:

e drive projects that contribute to enhance demaocratic
guality by enabling a greater and easier interacion
between the administration and citizens.

 Study of new ways to inprove popular participation
and the establishment of a more interactive
relationship between citizens and its elected
representatives.

dE-salud (health care): innovation and use of ICT in the
areas of health system management and telemedicine.
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Current Activity (1)

Alerta-Antivirus.es (Antivirus Early Warning Centre)
dStarted in 2000
dTargeted towards raising awereness of computer
security issues for home users and small organizations
dWeb site updated daily with information about viruses
and other common threats.
Alert services by e-mail, RSS, irc-hispano, teletext.
» Colaboration with other media (TV, radio,
magazines)
dVery active web based discussion forums.
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Current Activity (2)

Sensor Network
dComposed of antivirus scanners in e-mail servers.
e Different antivirus vendors
e Different organizations, around 80, public sector,
private sector, ISPs
e Dally reports of detected malware
dCorrelation of malware naming of different vendors
dVendor independent information about email worm
activity.
dExample: Grew worm (aka Kamasutra) January 2006
* Dubiously reported as very dangerous by some
vendors
» Few detections in our sensors network
dFuture: Other malware (nephentes?), XML data
exchange (IODEF?) ) (



Current Activity (3)
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Current Activity (4)

d Coordination with NIST to translate NVD vulnerabilities
database to Spanish. (http://nvd.nist.gov)
* Translation console in NIST web site
» VVulnerabilites and translations available in XML
feeds

L Anti-spam working group
e Code of conduct for electronic marketing in Spain

dAnti-fraud working group
e Coordination with ISPs, law enforment and financial
entities in Spain.
e Reporting procedure of phising sites to ISPs.
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Future Activity (1)

Observatory of Information Systems Security

Studies, statistics, polls:
* Internet use and user confidence
« Companies use and confidence in ICT
« Specific groups

ddevelopment of a “Security Encyclopedia”
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Future Activity (2)

Demonstrator Centre of Security for companies

dVisualization and demonstration of adecuate ICT
configurations for different types of organizations

dLaboratory for testing and comparative analysis of
computer security products (antivirus, firewalls, IDS...)

dInfraestructure available for developers of security
products for testing.
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Future Activity (3)

CSIRT —“Incident Response Center For Companies and Citizens”
d Initial constituency: SMEs (Small and Medium Enterprises) and

end users.
»SMEs (< 250 employees) usual target of development policies in
Spain.

* Reactive services
»Alerts and warnings
»Incident Management
»>Vulnerabilities management
»Malware management

» Proactive services
» Security audit
» Technical assistance in security configurations.
» Security tools development
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Future Activity (3 12)

CSIRT — “Incident Response Center For Companies
and Citizens”

e Security management services
»Risk management
»Contingence and recovery planning
» Security consulting

» Training

« We are still looking for a name, any suggestions?
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Visitors welcome!

Visitors from other national CERTSs
willing to share experiences and
help us will be very welcome in
Ledn!

How about having a national CERT
meeting in Ledn next year after
19th FIRST conference in Sevilla?
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Thank you!

Contact:

Marcos Gomez Hidalgo

e-confidence assistant director

marcos.gomez@inteco.es

Enrique Curiel Foruria

ecuriel@isdefe.es

MINISTERIC
DE IMDUSTRLA, TURISMO
¥ COMERCIO
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