
Instituto Nacional
de Tecnologías
de la Comunicación

“INTECO: National Institute of Communication Technologies”

June 2006



Instituto Nacional
de Tecnologíasí
de la Comunicaci ón

1. Introduction

2. Mission and Goals

3. Working Lines

4. Current Activity

5. Future Activity

Agenda



Instituto Nacional
de Tecnologíasí
de la Comunicaci ón

Introduction (1)

The National Institute of Communications
Technologies (INTECO) is:

•• promotedpromoted by by thethe MinistryMinistry ofof IndustryIndustry, , TourismTourism andand
CommerceCommerce ofof thethe SpanishSpanish GovernmentGovernment

•• A A platformplatform forfor thethe developmentdevelopment ofof thethe InformationInformation
SocietySociety throughthrough projectsprojects relatedrelated toto innovationinnovation andand
technologytechnology..

Information Society (IS): use of computers and
telecommunications in everyday’s life and work.
http://europa.eu.int/information_society/

Born in January 2006, starting activies now, main
departments should be operational by end of year
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Introduction (2)

Main Goals:
•• ContributeContribute toto thethe convergenceconvergence ofof SpainSpain withwith EuropeEurope

in in thethe IS IS withinwithin thethe ““Plan AvanzaPlan Avanza””
“Plan Avanza”: Group of gctions of Spanish Government to 
increase IS spread and related economical activities.

•• PromotePromote regional regional developmentdevelopment in Lein Leóón n rootingrooting a a 
projectproject withwith global global scopescope..

Will develop, among others, initiatives of technological
security, accesibility and inclusion in digital society, and
communication solutions for individuals and
organizations.
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Introduction (3) 
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Inteco’s mission is to drive and develop innovation 
projects related to information and communications 
technologies and in the IS in general, to strengthen the 
position and competitivity of Spain, extending its capabilities 
in the European and Latin-american environments. 

Inteco’s vision:s.
• Short term: Start projects related to IS
• Medium term: strenghthen its position in this environment

as an innovative programs and projects center.
• Long term: Consolidate as a centre of excellence in 

Europe in innovation projects.

Mission
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Goals
Development of applied research programs in the IS 
and Information and Communication Technologies 
(ICT) areas.

Drive academic proposals wich add value to the
position of Spain and Europe in the IS environment.

Development of content projects related to intensive
use of ICT.

Create in León a ICT cluster defined by a high
innovation capability.

Ease crossed use of technology among different
sectors (public administration, law enforment, health
care system, etc).
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Work Lines (1)

Accesibility: social inclusion program that promotes equity
of all citizens accessing IS benefits and the development of
projects to this end.

Technical Security: aimed to place the coordiantion basis
for different public sector initiatives around Computer
Security; coordination of applied research and specialised
education in the area of secure use of ICT.

ICT innovation for small and medium companies:
development of innovative solutions that favours intensive
and strategic usage of ICT to small and medium
companies, with the goal to enhance its productivity and
competitivity.
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Work Lines (2)

Citizens and the Internet: 
•• drive drive projectsprojects thatthat contributecontribute toto enhanceenhance democraticdemocratic

qualityquality by by enablingenabling a a greatergreater andand easiereasier interacioninteracion
betweenbetween thethe administrationadministration andand citizenscitizens..

•• StudyStudy ofof newnew waysways toto inproveinprove popular popular participationparticipation
andand thethe establishmentestablishment ofof a more a more interactiveinteractive
relationshiprelationship betweenbetween citizenscitizens andand itsits electedelected
representativesrepresentatives..

E-salud (health care): innovation and use of ICT in the
areas of health system management and telemedicine.
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Current Activity (1)

Alerta-Antivirus.es (Antivirus Early Warning Centre)
Started in 2000
Targeted towards raising awereness of computer
security issues for home users and small organizations
Web site updated daily with information about viruses
and other common threats.
Alert services by e-mail, RSS, irc-hispano, teletext.

Colaboration with other media (TV, radio,  
magazines)

Very active web based discussion forums.
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Current Activity (2)

Sensor Network
Composed of antivirus scanners in e-mail servers.

•• DifferentDifferent antivirus antivirus vendorsvendors
•• DifferentDifferent organizationsorganizations, , aroundaround 80, 80, publicpublic sector, sector, 

private sector, private sector, ISPsISPs
•• DailyDaily reportsreports ofof detecteddetected malwaremalware

Correlation of malware naming of different vendors
Vendor independent information about email worm
activity.
Example: Grew worm (aka Kamasutra) January 2006

•• DubiouslyDubiously reportedreported as as veryvery dangerousdangerous by by somesome
vendorsvendors

•• FewFew detectionsdetections in in ourour sensorssensors networknetwork
Future: Other malware (nephentes?), XML data 
exchange (IODEF?)
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Current Activity (3)
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Current Activity (4)

Coordination with NIST to translate NVD vulnerabilities
database to Spanish. (http://nvd.nist.gov)  

•• TranslationTranslation consoleconsole in NIST in NIST webweb sitesite
•• VulnerabilitesVulnerabilites andand translationstranslations availableavailable in XML in XML 

feedsfeeds

Anti-spam working group
•• CodeCode ofof conductconduct forfor electronicelectronic marketing in marketing in SpainSpain

Anti-fraud working group
•• CoordinationCoordination withwith ISPsISPs, , lawlaw enformentenforment andand financialfinancial

entitiesentities in in SpainSpain..
•• ReportingReporting procedureprocedure ofof phisingphising sitessites toto ISPsISPs..
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Future Activity (1)

Observatory of Information Systems Security

Studies, statistics, polls:
•• Internet use Internet use andand useruser confidenceconfidence
•• CompaniesCompanies use use andand confidenceconfidence in ICTin ICT
•• SpecificSpecific groupsgroups
•• ......

development of a “Security Encyclopedia”
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Future Activity (2)

Demonstrator Centre of Security for companies

Visualization and demonstration of adecuate ICT 
configurations for different types of organizations

Laboratory for testing and comparative analysis of
computer security products (antivirus, firewalls, IDS...)

Infraestructure available for developers of security
products for testing.
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Future Activity (3)

CSIRT – “Incident Response Center For Companies and Citizens”
Initial constituency: SMEs (Small and Medium Enterprises) and
end users. 

SMEs (< 250 employees) usual target of development policies in 
Spain.

•• Reactive Reactive servicesservices
Alerts and warnings
Incident Management
Vulnerabilities management
Malware management

•• ProactiveProactive servicesservices
Security audit
Technical assistance in security configurations.
Security tools development
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Future Activity (3 ½)

CSIRT – “Incident Response Center For Companies 
and Citizens”

•• SecuritySecurity managementmanagement servicesservices

Risk management
Contingence and recovery planning
Security consulting
Training

•• WeWe are are stillstill lookinglooking forfor a a namename, , anyany suggestionssuggestions??
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Visitors welcome!

Visitors from other national CERTs
willing to share experiences and
help us will be very welcome in 
León! 

How about having a national CERT 
meeting in León next year after
19th FIRST conference in Sevilla?
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Gracias

http://www.inteco.es

ThankThank youyou!!

ContactContact::

Marcos Gómez HidalgoMarcos Gómez Hidalgo

ee--confidenceconfidence assistantassistant directordirector

marcos.gomez@inteco.esmarcos.gomez@inteco.es

Enrique Curiel Enrique Curiel ForuriaForuria

ecuriel@isdefe.esecuriel@isdefe.es

mailto:marcos.gomez@inteco.es
mailto:marcos.gomez@inteco.es
mailto:ecuriel@isdefe.es
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