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CERT Vulnerability Analysis 
Vulnerability discovery 

•  Tools and techniques to find vulnerabilities 
—  Ideally, before the software ships 

Vulnerability remediation 
•  Awareness 
•  Technical analysis, reproduction 
•  Mitigation 
•  Vendor coordination 
•  Public disclosure 

— US-CERT Vulnerability Notes 

— US-CERT Technical Alerts 
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Prioritizing Vulnerability Response 
Vulnerability Response Decision Assistance (VRDA) 

Vulnerability management 
•  Prioritization 

— Focus on vulnerabilities that matter most to you 

— Allocate scarce resources 

•  Consistent response 
•  Structured, sharable vulnerability data 

How do I best respond to thousands of new 
vulnerability reports per year? 
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Expert system 
•  Collect and apply organizational 

knowledge 

Decision support 
•  Accurately model and predict responses 
•  Triage 

Status 
•  Design  ☑ 
•  Implementation  ☑ 
•  Testing ☑ 
•  Operation  ☐ 

VRDA Concepts 
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Components 
Response decisions: Tasks 

•  Prioritization: Must, Should, Might, Won’t 
Vulnerability information: Facts 

•  Classes: Vulnerability, World, User 
Inventory: LAPTs 
Decision making: Decision trees 
Training data 

•  Facts and actual decisions 
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KENGINE Demonstration 
KENGINE Software 

•  Developed by JPCERT/CC 
•  Ruby on Rails, PostgreSQL 

Demonstration 
•  Components 
•  Vulnerability report entry 
•  Compare predicted and actual responses 
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Effectiveness 
Experiment with three responders 
Accuracy 

•  Compare VRDA predictions to actual 
•  Response process complexity 
•  Human versus computer 
•  Training data size 

Efficiency 
•  Effort per vulnerability 
•  Not measured 
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Accuracy 
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Error Distribution 
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Other Findings 
VRDA only includes relevant facts in decision trees 

•  Unused facts for CERT decision trees 
— Access Required 

— User Interaction Required 

— Information Source Reliability 

— Security Product 

Effort requirements 
•  For 215 vulnerability reports CERT needs: 

— 51 effort days to complete all Must tasks 

— 455 effort days to complete all Should tasks 
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