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Start from the History

• 2000: started, had little idea about what we 
should do as a national CERT. 

• 2001~2003 : Large Scale Internet Incident

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D

• 2001~2003 : Large Scale Internet Incident
– Help to make sure the availability of the whole 

network
– Make the government know the whole picture: 

what is the real security situation of the whole 
information infrastructure? 

• Improvement: ER framework; NM; etc.
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PCT vulnerability misuse
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After 2003

• Worm became different
• Are there any other ‘Nation-Wide Network 

Security Threat’?

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D

Security Threat’?
– Trojan; Spyware; DDoS; etc.

• But we are not going to do duplicate work 
with anti-virus companies!

• Then, what is our role? There are many 
work need to be done besides AV



Main roles of CNCERT/CC

• Critical information infrastructure
– Coordination ; Technical support ;Watch and 

warning ;Resource and capacity building; etc

• Important application systems

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D

• Important application systems
– Technical support; Information sharing; etc.

• POC
• Awareness raising : end users; government

(Need to know new threats by ourselves)

• Others



Some of our regular outputs

• Incidents
• Trojan
• Phishing

• Vulnerabilities
• Malware
• Traffic
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• Phishing
• Botnet
• Web defacement

• Traffic
• Advisories
• News
• etc.



Then, why botnet?

• It is not an attacking
• Anti-virus products seams can help the end-

user to handle it

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D

user to handle it



Make the government understand

• It is a potential threat to CIIP
• It is a large-scale-incident
• It can make all other attacking activities much 

more difficult to deal with
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more difficult to deal with
– If we can not beat botnet, we will not be able to really 

beat DDoS, worm, spam, trojan, phishing, etc.
– If we can not handle botnet, we can not fulfil our taskes

• It is not only end-user-issue, but much more a 
systematic issue
– Need more coordination and central support 



C & C Servers Herder(s)

Make the government understand -2 

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D

Zombies & Bots(malware)



Make the government understand -3

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D



What did we do

• First case in China mainland
– 2004: it was said that more and more incidents involved 

in blackmail
– A DDoS case
– A C&C server

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D

– A C&C server
– 170000 compromised
– Located the herder (arrested later)

• 2005.1 – make the term ‘botnet’ well-known in 
China

• Took ‘botnet’ as one of the top-3 focuses (we 
concerned more)



Current work: platform

• Honeynet
– Sample gathering
– Trend analysis (e.g. which one is more active)
– Malware analysis (C&C, port, etc.)

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D

– Malware analysis (C&C, port, etc.)
– Botnets monitoring (commands)

• NM (IDS+ protocol analysis; flow data; etc. )
– Trends
– Scale and IP



BotNet Monitoring

• In 2006,CNCERT/CC detected more than 
16k oversea C&C servers

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D
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Distribution of the BotNet 
scale in Mainland China



BotNet Tracing

Domain Name BotNet C&C Server InfoPort

Location Bot Name

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D
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BotNet Tracing
Activity Monitoring

C&C Server Target IP

Attack Command

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D



Current work: handling

• Inform users : compromised IP; C&C; 
tools; advisories;

• Shutting Down the C&C Server (cooperate 
with others)

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D

• Shutting Down the C&C Server (cooperate 
with others)

• Block the C&C Server (often by ISPs, local 
network admins, DNS SPs, etc.)

• Clean bots  and patch system (often by 
users and AV)



Current work: cooperation

• Information Sharing : 
– gather more data, e.g. C&C servers
– Malware samples and analysis results

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D

– with ISPs, other CERTs or teams, etc.

• Handling (need to cooperate with many 
parts)
– ISP; DNS SP; LEA; End users; etc.

• Research and capacity building



Current work: Other

• Public awareness
– Seminars
– Presentations and papers

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D

– Presentations and papers

• International projects
– APCERT
– APEC-Tel project



Conclusion : what can/shall we do
• To be the POC for coordination & info. 

gathering (to get the whole picture)
• To be the entity who knows the threat and 

�1�D�W�L�R�Q�D�O���&�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N���(�P�H�U�J�H�Q�F�\���5�H�V�S�R�Q�V�H���W�H�F�K�Q�L�F�D�O���7�H�D�P���&�R�R�U�G�L�Q�D�W�L�R�Q���&�H�Q�W�H�U���R�I���&�K�L�Q�D

• To be the entity who knows the threat and 
trend best (to get the right direction)

• To be the entity who push all related resources 
forward (to make the solution work)
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